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Abstract 
Home routers serve as a gateway to the Internet and configuration 
issues such as weak passwords can simply be introduced by users 
that configured them, potentially leading to severe consequences. 
The most critical phase in the lifecycle of a home router is perhaps 
the initial setup intended for users to complete. Yet, the mindset 
and behavior of users during this process remain under-explored. 
In a comprehensive online survey of 392 participants across sev-
eral regions, we find that router settings and user behavior vary 
significantly between China and English-speaking countries, influ-
enced by factors like IT background, age, gender, and education. 
A majority of participants go through the configuration of their 
own routers, but many also admit keeping the default settings 
and are not actively maintaining their router firmware up-to-date, 
leaving security vulnerabilities unfixed. We estimate that 91% of 
participant routers run with default settings, which should push 
router manufacturers to focus on safe defaults. Moreover, while 
default passwords are often changed, some participants report cop-
ing strategies. With noteworthy differences that we have observed 
across user backgrounds, we believe that our takeaways can shed 
some light on advancing the area of home network security. 

CCS Concepts 
• Human-centered computing → Empirical studies in HCI; 
Empirical studies in HCI; • Security and privacy → Embedded 
systems security. 
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1 Introduction 
As of 2025, there have been 5.52 billion active Internet users world-
wide, accounting for 67.5% of the global population [25]. Home 
routers are common network devices used to connect home users 
to the Internet [7]. Most home routers (hereafter called routers) 
support Wi-Fi communications to connect smartphones, laptops, 
and IoT devices [4]. 

While router manufacturers have a share of the responsibility to 
make secure products, currently, part of the burden to keep a router 
secure remains on the end user. Routers provide various features 
and options, whose proper configuration determines security. For 
instance, if users create an open Wi-Fi network without any access 
restriction (e.g., no passphrase), anyone within the home or in close 
proximity will be able to connect to that network and potentially 
gain unauthorized access to connected devices and sensitive in-
formation. Moreover, default settings often prioritize convenience 
over security. For example, many routers come with default ad-
ministrator usernames and passwords (e.g., admin/admin) that are 
easily guessable or publicly documented [23], enabling attackers to 
gain control over the router’s settings (cf. the Mirai botnet [19]). An 
attacker with control over the router can modify DNS settings to 
redirect users to fraudulent websites [2, 3], or enable port forward-
ing to expose internal network services to the public Internet, both 
of which could have severe security implications. Infected routers 
could also become part of a botnet and leveraged by attackers in 
Distributed Denial of Service (DDoS) attacks [19]. 

Even when WiFi networks are encrypted, some default passphrases 
are guessable due to predictable algorithms [18] or may not have 
enough entropy [10]. In the current state-of-the-practice, users are 
often expected to change such settings to ensure security. 

Furthermore, the advent of the Internet of Things (IoT) has re-
sulted in a proliferation of smart devices that are connected to home 
networks, increasing the stakes when it comes to router security. 
An attacker who gains control of a router could not only compro-
mise computers and smartphones but also smart home devices like 
security cameras, door locks, and thermostats. 

After a new router is purchased, the initial setup (or setup wiz-
ard) is often the first point of contact that users have with their 
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device’s security features. During this crucial stage, users are guided 
through a sequence of steps for basic settings, which often include 
setting an administrator password, configuring Wi-Fi networks, and 
proceeding to upgrade the firmware [34]. Routers may work right 
out-of-the-box, which we call plug-and-play routers, for which 
a manual setup is not necessary for connecting to the Internet. 
Defaults are therefore even more likely to remain in place. 

While prior studies explored user behaviors towards password 
selection [16, 27, 33] and attitude towards software updates [13, 17], 
home router setup is unique in that it combines changing two pass-
words (admin and WiFi), ensuring safe WiFi protocols, managing 
(auto-)updates, and possibly configuring other services, e.g., regis-
tering the device with the vendor or creating an account for remote 
management, and more importantly has higher security impact if 
not properly done, due to the router’s critical network roles. This 
step could thus be found particularly long and cumbersome by 
users, and quickly forgotten afterwards. Plug-and-play routers al-
ready make all such decisions for the user, focusing on ease of use. 
Routers are also expected to work seamlessly for the remaining of 
their life, with no particular user interaction. 

In this paper, we aim to study whether default settings tend to 
be kept for routers and the attitude of home router users towards 
making such decisions if they do change part of the defaults. To 
this end, we explore the answers to four questions: 

RQ1: To what extent are users involved in the configuration of 
their home routers and do they make changes? 

RQ2: How do users react to important questions during the 
initial setup of home routers? 

RQ3: What strategy would users adopt to create an admin 
password? 

RQ4: Do users keep routers updated? 
To answer these questions, we conducted an exploratory user 

survey by spreading an online questionnaire in several countries 
and regions. We collected and analyzed the questionnaire results of 
392 participants who answered a Chinese or English version of our 
survey, enabling us to compare habits between Chinese, Hong Kong 
and Macao, and residents in other regions. We also compare habits 
between age groups, levels of education, gender, and with/without 
an Information Technology (IT)-related background. In summary, 
a significant number of participants admit that they do not change 
the default settings on their routers and may neglect firmware 
updates. Part of the reason is related to a lack of understanding 
of the technical jargon presented to users during the initial setup 
phase. English survey participants with no IT background were 
much less likely to even read setup questions than their Chinese 
survey participant counterpart. This pattern should inform design 
choices by manufacturers towards safe default settings. Further 
differences between the Chinese and English surveys highlight 
cultural/regional differences with relevance to how home routers 
are secured by users. Additionally, we also share the limitations 
and lessons learned during the survey to help future researchers 
avoid issues in questionnaire design. 

2 Background and Design of the Survey 
The initial setup wizard and accessing management pages thereafter 
are common methods for users to configure home routers, where 

the former is often required. The guidance provided by the router 
and user habits and attitudes determine whether the router can run 
with secure settings. In this section, we first introduce important 
configuration aspects and the initial setup process of home routers. 
We then discuss related work and describe the design of the survey. 

2.1 Background 
When a router is powered on for the first time, it will usually guide 
the user to access the management page and complete the initial 
setup to configure basic settings. Some routers are “plug-and-play” 
and do not require the user to attend an initial setup (one could 
be optional). This initial setup can guide users to connect to the 
Internet and set Wi-Fi and admin passphrases that are crucial for the 
security of routers. Wi-Fi passphrases are used to connect to the Wi-
Fi and admin passphrases are used to login to the management page 
of the router. If the passphrase is hard-coded and weak, adversaries 
can crack it and control the router, e.g., by brute-forcing it. The 
initial setup tends to leverage passphrase strength requirements 
and meters to guide users to set strong passphrases [34]. However, 
users may still choose to set a simple passphrase that meets the 
requirements (e.g. "!Aa12345") for convenience [30]. 

Additionally, firmware update is also a common step of the initial 
setup. The factory firmware version of the router may not be the 
latest, so the initial setup will guide users to update the firmware to 
the latest version to fix known vulnerabilities prior to connecting 
to the Internet. As shown in Figure 1b, firmware update is usually 
not mandatory, and users can also choose not to update. 

In a word, the guidance provided by the initial setup and users’ 
habits and attitudes determine what settings the router will run 
with for a long time. 

2.2 Related Work 
Router manufacturers face an increased attention from security 
researchers. Researchers found that insecure default settings and 
users’ misconfiguration of features can bring security risks. For 
example, for Wi-Fi security protocols, vulnerabilities in outdated 
protocols (e.g. WEP and WPA/WPA2-TKIP) may be exploited by 
adversaries to eavesdrop or forge packets [28, 29]. Lorente et al. [18] 
also show certain routers may have been shipped with insecure 
default password/phrases. Ye et al. [34] also found that IPv6 config-
uration could expose local devices unprotected, vulnerable Wi-Fi 
security protocols could be selected by default, including open (un-
encrypted) Wi-Fi networks, and trivial admin passwords could be 
set by default in plug-and-play routers. Other smart home-related 
studies [12, 35, 37] also bring significant insights into the field. 
However, those works are different than ours, e.g., a small number 
of participants for non-router devices. We focus on the initial setup 
phase of home routers and study the behavior/attitude of end users 
in terms of default settings. 

Frameworks have been developed to automatically analyze router 
firmware [6, 15, 24, 32], leading to numerous discovered vulnera-
bilities [14]. As a result, routers should be kept updated with the 
latest firmware that fixes newly discovered vulnerabilities. Routers 
could either implement an auto-update mechanism or rely on users 
to apply updates. 
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Prange et al. [22] found that manufacturers can guide users 
to employ more secure configurations by providing nudges with 
concrete and concise details on vulnerabilities, consequences and 
required steps to employ countermeasures. Several previous works 
studied users’ concerns about privacy and security in smart home 
devices [5, 31, 36], smartphones [1, 9] and risk-based authenti-
cation [20], but users’ habits and attitudes towards home router 
configuration have not yet received the attention they deserve. Ho 
et al. [11] conducted a city-wide survey and interviews, discovering 
that home router users were likely to stick with the default WiFi 
protocol and the use of encrypted WiFi networks varied across 
neighborhoods. In response, they designed and implemented a new 
configuration process aimed at securing routers, though their ap-
proach focused solely on password management and MAC address 
filtering. 

2.3 Study Design 
To answer the research questions raised in Section 1, we ask par-
ticipants about their experience towards their own home router 
configuration, and also present them with hypothetical situations 
and ask what their reaction would be. We designed a questionnaire 
and conducted an anonymous online survey to quickly and widely 
spread this questionnaire. We obtained the IRB approval from our 
university before conducting this online survey. 

2.3.1 Design of the Survey. The survey consists of 15 questions 
divided into five parts. In the first part (Q1–7), we collect the de-
mographics of respondents, including age, gender, education level, 
occupation, region, familiarity with information technology (IT), 
and whether they subscribe to an Internet plan (or are provided 
Internet access otherwise, e.g., via mobile data). Then, we build 
questions (Q8–9) to understand whether participants configured 
their home routers (e.g., whether the participant owns a router or is 
provided one by the Internet Service Provider (ISP), whether they 
configured the router or a technician did it). 

The third part of the questionnaire (Q10-12) focuses on the 
password-related issues. We first focus on whether participants 
will change the Wi-Fi or admin page passwords. Then, we provide 
an immersive question with the prompt on Figure 1a to study what 
kind of passwords the participants may choose. 

The fourth part of the questionnaire (Q13–14) is about router 
firmware updates. We surveyed the habit of how the participants 
update their router firmware (Q13: “Do you perform updates on 
your routers?”). We also provide an immersive question with the 
prompt on Figure 1b to study the user behavior in terms of firmware 
update during a hypothetical setup page prompted the user to 
perform an update. In literature [34], researchers have shown that 
30% of the routers will prompt updates during initial settings. 

The last question (Q15) is about how participants behave when 
they set up a new IT equipment. This question tends to convey the 
message of whether most of the participants will keep the default 
settings. The full questionnaire can be found in Appendix A. 

(a) Setup Admin Password 

(b) Firmware Update Prompt [34] 

Figure 1: Screenshots extracted from real home routers and 
presented to survey participants in immersive questions 

2.3.2 Survey Distribution. We used Wenjuanxing1 to host the Chi-
nese version of this questionnaire and SurveyMonkey2 for the Eng-
lish version. The questions and options in both versions are equiv-
alent. We followed the snowball sampling method to distribute the 
survey (Section 5.1 discusses the limitation of this method). In our 
case, the Chinese version gets distributed via WeChat to the partici-
pants we have personal connections with (seed participants). Then, 
those participants will forward the survey to their acquaintances 
or in their social groups. The English version is spread through 
our personal contacts. We spread the links of those two surveys 
out from August to September 2023. The surveys reached China 
(Mainland), China (HKG, Macao), North America, and Europe. In 
the end, we collected a total of 392 responses (321 Chinese and 71 
English). We refer to the English version when quoting questions 
in this paper. In all the results, 22 participants did not have Internet 
plans, so their results were excluded in the later study. 

3 Results 
In this section, we present the results we collected from our online 
surveys. Section 3.1 details the demographic information of our 
participants, Section 3.2 discusses RQ1 (who owns and configures 
routers), Section 3.3 studies the configuration behavior of partici-
pants (RQ2), Section 3.4 explores password selection preferences 
(RQ3) and Section 3.5 exposes user behavior towards firmware 
updates (RQ4). 

3.1 Participants 
We conducted an online survey for n = 392 participants across 
several regions. In the Chinese online survey, our participants (n = 
321) span a wide range of ages, from 18 to 60 and above. Among the 

1https://www.wjx.cn/
2https://www.surveymonkey.com/ 

https://www.wjx.cn/
https://www.surveymonkey.com/
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Table 1: Demographic information based on the online survey 
results. n(C) denotes the results from the Chinese online 
survey, while n(E) denotes the results from the English online 
survey 

Features n(C) % n(E) % 
Age 
18-29 88 27.41 22 30.99 
30-39 47 14.64 18 25.35 
40-49 81 25.23 14 19.72 
50-59 72 22.4 9 12.68 
60+ 27 8.4 7 9.86 
I prefer not to say 6 1.87 1 1.41 
Gender 
Female 145 45.17 28 39.44 
Male 166 51.7 42 59.15 
Other 10 3.11 1 1.41 
Education 
High school or equivalent 60 18.69 0 0 
College (pre-university) 41 12.77 3 4.23 
Bachelor 111 34.58 23 32.39 
Master’s 78 24.3 25 35.21 
Doctorate 31 9.66 20 28.17 
Occupation 
Student 47 14.64 22 30.99 
Worker 222 69.16 42 59.15 
Retiree 52 16.2 6 8.45 
Unemployed 0 0 1 1.41 
Region 
China (Mainland) 287 89.4 0 0 
China (HKG, Macao) 29 9.03 47 66.20 
North America 3 0.93 15 21.12 
Europe 0 0 7 9.86 
Other 2 0.62 2 2.82 
Education background or job related 
to information technologies (IT) 
Yes 133 41.43 33 46.48 
No 188 58.57 38 53.52 
Subscribe to a home Internet plan 
Yes 303 94.39 68 95.77 
No 18 5.6 3 4.23 

participants who provided their age (n = 315, 98.1%), we observe 
a balanced distribution between the age groups of 18-29, 40-49, 
and 50-59. However, there were fewer participants in the 60+ age 
group (n = 27, 8.39%) and moderately fewer in the 30-39 age group 
(n = 47, 14.6%). In terms of IT-related background, slightly more 
participants in the Chinese survey (58.7% vs. 41.3%) do not have a 
background in IT. Moving on to the English online survey (n = 71), 
we noticed that there are slightly more participants in the 30-39 
age group compared to the Chinese survey (25.3% vs. 14.6%). This 
helps to balance out the smaller percentage of participants in this 
age group in the Chinese survey. We also observed that the number 
of female participants in the English version is lower compared to 
the Chinese version (39.4% vs. 45.3%). Additionally, the education 
level of participants in the English survey is higher than that of the 
Chinese survey with a minimum college level in the former and 
63% achieving at least a master’s degree compared to only 34% in 
the Chinese survey. We notice the China (Mainland) group always 

follows the trend with the Chinese survey participants closely, 
mainly because all the participants in this group took the Chinese 
survey. Therefore, we only further divide into China (Hong Kong, 
Macao) and overseas. Moreover, the English survey includes 66% 
of Chinese (Hong Kong, Macao) participants, which significantly 
skews the results for this survey towards these regions. We provide 
further breakdown of our results where appropriate. 

Furthermore, there are a larger number of participants without 
an IT-related background in the English survey. It is worth noting 
that a significant majority of participants in both surveys (94.41% 
and 96.77% in the Chinese and English, resp.) subscribe to a home 
Internet plan, which means they will likely experience a router 
initial setup process. Table 1 summarizes participants’ age, gender, 
education, occupation, region, related to IT, and subscription to a 
home Internet plan in both Chinese and English online surveys. In 
the remainder of this paper, we will use “C” to refer to the Chinese 
survey and “E” for the English survey for brevity. 

3.2 RQ1: Who Performs the Router 
Configuration 

In this part, we first explore whether users leverage their own router 
or are provided one by their ISP, then we investigate who performs 
the initial setup of the router (through the setup wizard, if any), 
and look into the demographic details of such users. 

3.2.1 Router types. In the Chinese survey, among participants who 
subscribed to an Internet plan (303, 94.39%), a total of 161 of them 
(53.13%) own their home router, while 132 of them (43.5%) receive 
their router from their ISP. The breakdown by age for users who 
own their router is 27.2% for 18-29, 19.1% for 30-39, 32.1% for 40-49, 
14.2% for 50-59 and 6.2% for 60+, with an over-representation of 
40-49, and under-representation of 50-59 compared to the overall 
age distribution. For ISP-provided routers, the breakdown is 25% 
of 18-29, 9.8% for 30-39, 20.5% for 40-49, 34.1% for 50-59 and 8.3% 
for 60+. There is a notable under-representation of 30-39 and over-
representation of 50-59. 

In the English survey, where 68 subscribed to an Internet plan 
by themselves (95.8%), 31 participants (45.6%) own a router, while 
35 (51.5%) utilize ISP-provided routers. The age breakdown is 19%, 
29%, 19%, 16%, 16% and 46%, 20%, 14%, 11%, 6%, 3% for the age 
groups 18-29, 30-39, 40-49, 50-59 and 60+ in the case of using their 
own router or ISP-provided router, respectively. There are more 
18-39 participants using their own router. Overall, both types of 
routers are fairly popular in both surveys, with a slight preference 
for ISP-provided routers in the English survey. 

3.2.2 User configuration. When participants use their own routers, 
a majority (59% in the Chinese survey, 61.3% in the English survey) 
configure them. Others (65 or 40.1% in C, and 10 or 32.3% in E) 
either leverage the plug-and-play feature of routers or rely on the 
technician to set up everything. 

Among participants using ISP-provided routers, a substantial 
120 (91%) Chinese survey participants chose to retain the router’s 
settings post-configuration by the ISP technician while only 20 
(57.1%) did so in the English survey. However, see RQ2 (Section 3.3) 
for details on how further changes are made by the users who claim 
to not configure the routers. 
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(a) Own Router (C) (b) ISP Router (C) 

Figure 2: Router configuration in different age groups (Chinese online survey participants) 
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(a) Own Router (E) 
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Figure 3: Router configuration in different age groups (English online survey participants) 

3.2.3 Demographics. Figure 2 and Figure 3 illustrate the high-level 
configuration results based on different age groups. Participants in 
the Chinese survey under 40 are less likely to rely on technician 
assistance to configure routers than those in the English survey (35% 
vs. 50-60%). Conversely, older participants in the Chinese survey 
rely more often on technician assistance. In the English survey, only 
younger participants configure ISP-provided routers, but all age 
groups configure their own routers (though predominantly younger 
participants, with about 50% of 39 and below). The trend is opposite 
in the Chinese survey where 70% of participants who configure ISP 
routers are 40+ but only represent 45% of participants when having 
their own routers. Younger participants are more likely to rely on 
plug-and-play routers when provided by the ISP in China (100% 
of plug-and-play router users are 18-29), but not with their own 
routers (only 15%). 

To further study the demographic differences for this question, 
we separated our data into three groups: China (Mainland), China 
(Hong Kong, Macao), and overseas (North America, Europe, and 
Other). The results show that 141/287 participants (49%) in Main-
land China own a home router, compared to 38/63 participants 
(60%) in Hong Kong and Macao, and 9/24 participants (37.5%) in 
overseas regions. Participants from Hong Kong and Macao exhibit 
the highest rate of home router ownership. 

The age distribution for overseas and Hong Kong/Macao partic-
ipants aligns with the results from the English survey, while the 
Mainland China participants’ age distribution aligns with that of 
the Chinese survey results. 

3.3 RQ2: How Home Users Configure Routers 
Below, we investigate the configuration strategies selected by par-
ticipants regarding the configuration of their router (Q15). Then, we 
study whether users change the routers’ default WiFi passphrase 
and admin password (Q10–11). 

3.3.1 Accepting default settings. Overall, 60.6% of participants re-
port configuring their home router mainly accepting the default 
settings (71.6% (E) and 58.3% (C)). Reasons include issues with the 
technical jargon, settings perceived as “good enough”, or eagerness 
to use the router, further detailed below. 

Technical jargon. One concerning finding is that a significant 
number of participants without an IT background (30.16% (C) and 
44.4% (E) in Figure 4a and Figure 4b) admitted not understanding 
the technical jargon and tended to accept and proceed with the 
default settings. Fewer participants with an IT background (15% (C) 
and 3% (E)) agree with this confusion about the technical jargon. 

With further demographic analysis, the China (Mainland) group 
exhibits a similar ratio of technical jargon issues as the overall 
Chinese survey results, with 48/163 non-IT background participants 
(29%) compared to 19/123 IT background participants (15%). The 
China (Hong Kong and Macao) group shows the highest confusion 
with technical jargon among non-IT participants, with 20 out of 
46 (43%) reporting difficulties, while IT participants in this group 
show a lower confusion ratio, at 2 out of 18 (11%). The overseas 
group has fewer participants but shows a confusion rate of 1 out of 
5 (20%) in the non-IT group and 0% in the IT group. 
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(a) IT Background (C) (b) IT Background (E) 

(c) Education (C) (d) Education (E) 

Figure 4: New IT equipment configuration in w or w/o IT background (a) and (b) and in different education backgrounds (c) and 
(d) (A1: I do not understand the technical jargon and tend to accept/proceed; A2: I mostly accept the default settings because I 
think they are good enough; A3: I mostly accept the default settings because I want to use my equipment quickly and I will 
change the configuration later if necessary; A4: I read the questions and settings shown to me and make configuration changes 
as I consider appropriate) 

Good-enough settings. Among participants who accept default 
settings because they view them as “good enough”, Chinese survey 
participants (12.17% non-IT and 11.2% IT) accept them less com-
pared to English survey participants (30.56% non-IT and 16.13% 
IT). Surprisingly, after aggregating the data further into the China 
(Hong Kong and Macao) group and the overseas group, default 
settings adoption remained around 15% and 20% for non-IT par-
ticipants in both groups and 16.7% and 5% for IT participants. The 
perception of default settings may vary by population, but see 
related limitations in Section 5.3. 

Eagerness. Non-IT Chinese survey participants (14.81%) fared 
comparably to non-IT English survey participants (11.11%) when 
they accept default settings for quick equipment usage and plan to 
modify configuration later if necessary. However, IT-related partic-
ipants in both surveys indicated this reason more often (33% in C 
and 35% in E) than non-IT participants. This trend remains in the 
specific demographic separation; 44% and 47% of IT-related partici-
pants in the China (Hong Kong and Macao) group and the overseas 
group prioritize usability over security settings. This finding seems 
counter-intuitive as IT participants may be likely to make custom 
changes to the default settings, e.g., to fine-tune the configuration. 
This could suggest that both groups prioritize convenience and 
quick usability of their equipment in particular in the participants 
with IT backgrounds. 

3.3.2 Reading settings. Lastly, the remaining participants report 
that they “actively read the configuration questions and settings 
and make appropriate changes.” There is a significant gap between 
both surveys, with participants of the English survey less engaged 
with the configuration (28.4% (E) vs. 41.7% (C)). This difference is 
further exacerbated by looking at the non IT-related population 
(13% (E) vs. 42% (C)), reflecting the above conjecture that English 
survey participants may either have higher confidence in the default 
configuration or care less about the configuration process. However, 
participants with an IT background in both surveys reported more 
comparably (40.9% (C) vs. 45.68% (E)). 

In the demographic breakdown study, the China (Hong Kong 
and Macao) group demonstrated the lowest willingness to read the 
questions, with around 26% in both IT and non-IT participants, 
while the overseas group showed higher willingness, at 40% for 
non-IT participants and 47% for IT participants, closer to the results 
of the Chinese survey. 

3.3.3 Education factor. We further analyze the results based on 
different education groups (Figure 4c and Figure 4d). We collected 
responses from participants in four education groups: High school 
or equivalent, College (pre-university), Bachelor, Master, and Doc-
torate. 

In both surveys, higher education correlates with more engage-
ment in configuration, though the acceptance of default settings 
remains common, reflecting a compromise between convenience 
and security. For participants with pre-university education (high 
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school and college), a significant portion tends to proceed without 
understanding technical jargon (38.33% (C: high school), 39.02% (C: 
College), and 66.7% (E)). Participants with a bachelor’s degree are 
more inclined to read questions and settings and make configura-
tion changes based on their judgment (42.34% (C: Bachelor), 42.31% 
(C: Master), 40.62% (C: Doctorate), 43.5% (E: Master), and 31.6% (E: 
Doctorate)). Higher educated people in the English survey dropped 
by 12% in reading the questions, which is counter-intuitive. 

However, even among higher educated groups, a substantial 
portion still accepts the default settings initially (36%, 42.4%, and 
53% in Chinese survey participants, and 63.6%, 39.12%, and 36.8% 
in English survey participants, respectively to the education level). 
Opposite trends are observed based on the education level between 
Chinese survey participants and English survey participants. This 
trend is consistent across different demographic regions; at least 
40% of the participants with higher education levels will accept the 
default settings without changes. 

3.3.4 Changing WiFi Passphrases. A large majority of participants 
change the WiFi passphrase when they claim to configure the router 
by themselves (96/102 (93.14%) in C, 24/26 (92.3%) in E), whether 
they own (90/95 (94.7%) in C, 17/19 (89.5%) in E) or use ISP-provided 
routers (6/7 (85.71%) in C, 7/7 (100%) in E). This percentage decreases 
(6/10 or 60% in C and 4/9 or 44.4% in E) for participants with plug-
and-play routers, but note that such participants first responded 
that those routers need not be configured. 

For users who claim to enjoy their routers as plug-and-play or 
have it configured by an ISP technician, many also change the WiFi 
passphrase (65.6% (126/192) in C, 56.8% (21/37) in E). To explain this 
behavior, we posit that the ISP technicians may have recommended 
a password change on their own, or the change was made at a later 
point for reasons other than the initial setup. 

The WiFi passphrase observation is consistent with further de-
mographic breakdown studies: 92% and 100% of participants in both 
groups (China (Hong Kong and Macao) and Overseas) change the 
passphrase when they configure the router themselves. However, 
only 50% of participants do so when the router is provided as a 
plug-and-play device. 

3.3.5 Changing Admin Passwords. Similarly, a large majority of 
participants change the admin password when they configure their 
own routers (82/95 (86.3%) in C and 15/19 (78.9%) in E) or an ISP-
provided router (5/7 (71.4%) in C and 5/7 (71.4%) in E). This percent-
age decreases for participants using plug-and-play routers, with 
3/7 (42.9%) in C and 1/2 (50%) in E changing the admin password, 
and even further for those with ISP-provided plug-and-play routers 
(1/3 (33.3%) in C and 2/7 (28.5%) in E). Similarly, for technician-
configured routers, 35/58 (60%) in C and 4/8 (37.5%) in E of partici-
pants with their own routers and 48/120 (40%) in C and 6/20 (30%) 
in E with ISP-provided routers changed the admin password. 

In the China (Hong Kong and Macao) group, participants demon-
strate a relatively high rate of changing admin passwords across 
the three scenarios: 78% when configured by themselves, 40% for 
plug-and-play devices, and 47% when set up by a technician. In 
contrast, the overseas group shows a similar trend in the first two 
scenarios but has the lowest rate of changing admin passwords 
when devices are configured by a technician, at only 22%. 

3.4 RQ3: Password Selection Preferences 
In the study on password awareness, we observed that a significant 
portion of participants showed varying behaviors when it comes to 
changing passwords. Specifically, 19% (C) and 25% (E) of participants 
indicated that they did not change either their Wi-Fi or admin 
passwords. On the other hand, 53% (C) and 69.6% (E) changed both 
passwords. We observe that 87% (C) and 100% (E) of the individuals 
who do not change their Wi-Fi passphrase also chose not to change 
their admin password. 

Among the participants who chose to change both passwords, 
we dig into their strategy to change passwords. In particular, the 
options the participants can choose from are: 

(1) I would set a random password that can make the meter 
display “very strong”; 

(2) I would set a random password that meets minimum pass-
word strength requirements; 

(3) I would set a simple password that can make the meter dis-
play “very strong” (e.g., “!Aa12345”); 

(4) I would set a simple password that meets minimum password 
strength requirements (e.g., “password”, “12345678”); 

(5) I would use personal information such as birthdates and 
names to create a password that can make the meter display 
“very strong”; 

(6) I would use personal information such as birthdates and 
names to create a password that meets the minimum pass-
word strength requirements. 

In the Chinese survey, we observed that in different age groups, 
participants share a similar preference in choosing a simple pass-
word that could display a “very strong” rating on the password 
strength meter (answer (3): 30.1% in 18-29, 31.9% in 30-39, 40.2% 
in 40-49, 36.1% in 50-59, and 33.33% in 60+) and (answer (5): 35% 
in 18-29, 36% in 30-39, 26.8% in 40-49, 0.22% in 50-59). This indi-
cates that people like to choose easy passwords while guided by 
the meters. Younger generations favor the use of personal data 
(birthday and name) to create passwords (51% in the age groups 
below 39). An increasing trend is observed in utilizing pure simple 
pattern passwords (answer (3) and answer (4)) with the increase 
of age; more than 50% of the participants choose (3) or (4) when 
they are in the age groups above 40. In the English survey, a higher 
proportion of participants (38.7%) expressed a willingness to set 
a truly random password that can make the meter display “very 
strong”. Most of the participants (44%∼47%) in different age groups 
expressed a willingness to use random passwords (answer (1) and 
(2)). None of them want to use simple patterns such as “12345678”. 

To further study the impact of each demographic factor (e.g., Age, 
Gender, Education) and behaviors (e.g., changing Wi-Fi password) 
on password choices, we conducted a hypothesis test with the null 
hypothesis (𝐻0): “There is no significant relationship between the 
demographic or behavioral factor and password choices.” Table 2 
presents the results for both Chinese and English survey partici-
pants, with a significance level of 0.05. The Chi-Square test results 
reveal distinct differences between these groups. For Chinese par-
ticipants, age (𝜒 2(25, N=321) = 58, p = 0.0002), education (𝜒 2(20, 
N=321) = 41.34, p = 0.003), and occupation (𝜒 2(10, N=321) = 51.19, p 
= 1.6e-07) significantly influence password behavior, and those who 
change their Wi-Fi and admin passwords are more likely to choose 
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Table 2: 𝜒 2 test against password choices 

Age Gender Education Occupation Related to IT Change WiFi-pwd Change Admin-pwd 
𝜒 2 (C: p-value) 0.0002 0.75 0.003 1.6e-07 0.478 0.02 0.00068 
𝜒 2 (E: p-value) 0.067 0.034 0.76 0.71 0.108 0.80 0.53 

stronger passwords. In contrast, for English participants, gender 
(𝜒 2(10, N=71) = 19.46, p = 0.034) is a significant factor, while age, 
education, and occupation are less influential. Notably, changing 
admin passwords does not significantly impact English participants’ 
password behavior, unlike Chinese participants. 

In the China (Hong Kong and Macao) group, different age groups 
predominantly prefer answer (3), with at least 37.5% of participants 
younger than 60 selecting this option. In contrast, the overseas 
group shows a strong preference for answer (1), with at least 37.5% 
of participants younger than 60 choosing it. Notably, around 30% of 
participants in both groups still use personal information to gener-
ate passwords (answers (5) and (6)). The age groups selecting simple 
passwords (answer (4)) also differ between the two demographics. 
In the China (Hong Kong and Macao) group, the highest propor-
tions are seen in ages 18–29 (26.7%) and 50–59 (21.4%), whereas in 
the overseas group, the largest proportions are in ages 30–39 (25%) 
and 40–49 (20%). 

3.5 RQ4: Router Firmware Update Behavior 
Firmware updates play a crucial role in ensuring the security of 
routers. In this subsection, we examine the behavior of the partici-
pants regarding router firmware updates and their implications for 
security. Participants who reported not performing firmware up-
dates, or lacked knowledge about them, showed varying behaviors 
when faced with a firmware update prompt during the router setup 
phase. A significant percentage (41.07% (C) and 22.7% (E)) indicated 
that they would click “Cancel” without performing the update. This 
behavior raises concerns, as it leaves their routers vulnerable to 
security threats that could be mitigated through timely updates. 
Furthermore, 32.14% (C) and 77% (E) of participants mentioned they 
would click “Firmware Upgrade”. 

Regarding participants who consistently perform firmware up-
dates upon receiving a notification, the majority (67.33% (C) and 
77% (E)) expressed their willingness to proceed with the update 
by clicking “Firmware Upgrade” during the initial setup. However, 
it is concerning that 32% (C) and 22% (E) mentioned they would 
click “Cancel” or close the page, potentially neglecting and never 
performing an update. 

Participants who regularly checked for firmware updates tend 
to either skip more often this initial update in the Chinese survey 
(only 59.26% would choose “Firmware Upgrade”), or more actively 
proceed with the update in the English survey (85%); highlighting 
another subtle deviation in regional patterns. 

Participants who reported that their routers automatically update 
themselves (a router behavior that may not be easily known by 
participants) also demonstrated safer attitude towards the initial 
update than participants who do not regularly update (64.06% (C) 
and 80% (E) would proceed). 

Both the China (Hong Kong and Macao) and overseas groups 
demonstrate a high willingness to upgrade firmware, with 73% 

and 83% of participants, respectively. However, participants with 
a high willingness to perform upgrades may still cancel updates 
during the initial setup phase–10% in the China (Hong Kong and 
Macao) group and 33% in the overseas group. Notably, even among 
participants who choose the automatic update function for routers, 
22% in the China (Hong Kong and Macao) group and 10% in the 
overseas group still refuse updates during the initial setup phase. 
This inconsistency highlights that users tend to prioritize usability 
over security. 

4 Insights and Discussion 
We first summarize the insights gained through our survey results 
below, and offer recommendations to users, manufacturers, and 
other paths forward. 

4.1 Takeaways 
RQ1. Router users spread across all age groups with minor devi-

ations. Possessing their own router and leveraging an ISP-provided 
one are both fairly common. Younger participants are associated 
with less reliance on technician assistance, especially among Chi-
nese participants. However, mid-age and older Chinese participants 
tend to configure routers more often than their counterparts in the 
English survey. 

RQ2. A majority of participants (60.6% across both surveys) 
mostly accept default settings. Non-IT English survey participants 
tend to accept default settings more often due to a lack of under-
standing of the technical jargon than their Chinese counterparts. 
This lack of technical knowledge and understanding in non-IT 
background users can have serious security consequences, as users 
may not be aware of potential vulnerabilities or risks associated 
with default configurations; indicating a need for clear explanations 
during the configuration process to ensure that security settings 
are not overlooked or misunderstood. 

Participants in the English survey (both IT and non-IT) are more 
likely to trust and accept default settings compared to Chinese 
participants while Chinese non-IT participants are more willing to 
read and adjust settings. Higher education was also linked to more 
careful configuration attitude in the Chinese survey but less so in 
the English survey. 

Perhaps the most striking finding, though not unexpected, is 
the fact that among participants who effectively own a router and 
reported configuring it, 48.2% (57.9% (E) and 46.3% (C)) also claimed 
they accepted default settings. In addition to users owning a router 
but keeping it as “plug-and-play”, plus the majority of participants 
using an ISP router without configuration or with a technician 
configuration, the proportion of users effectively running any type 
of router with default settings is overwhelming. If we only omit 
the users who configured their or the ISP’s router without keeping 
default settings, and assuming that technicians follow the default 
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settings, we estimate that 91% of router owners in our survey oper-
ate with default settings. 

RQ3. A substantial proportion of participants in both surveys 
neglect to change their Wi-Fi and admin passwords, with a strong 
correlation between the two. Chinese participants tend to favor 
simple passwords that appear strong on password meters, with 
younger individuals more likely to use personal information. In 
contrast, English-speaking participants show a greater preference 
for truly random passwords. Note that this difference could be 
due to biases in the education levels between both populations. 
Statistical analysis reveals that password choices among Chinese 
participants are significantly influenced by age, education, and 
occupation, whereas gender plays a more significant role among 
English participants. 

RQ4. English survey participants were significantly more likely 
to perform a firmware upgrade during the initial setup than their 
Chinese counterpart. 

The study highlights concerning behaviors regarding router 
firmware updates, with a significant portion of participants opting 
to cancel or skip updates during initial setup, leaving their devices 
vulnerable. 

While many participants express willingness to update firmware 
when notified, inconsistencies arise, particularly among those who 
rely on automatic updates or regularly check for updates, yet 
still skip the initial prompt. Furthermore, users who do not regu-
larly check for firmware updates are also less likely to update the 
firmware at the initial setup. These users will remain permanently 
outdated. Therefore, we recommend manufacturers to specially 
consider the frequent situation where routers are never updated 
after manufacturing due to (possibly misguided) user decision and 
poor security hygiene practices. We suggest that an auto-update 
mechanism be considered the default, unless opted out by the user 
for specific reasons (e.g., possibility for unwanted breaking changes 
or downtime). 

Regional differences are also observed, with English survey par-
ticipants being more proactive in updating compared to Chinese 
participants. Even among security-conscious users, usability con-
cerns often outweigh security considerations, leading to missed 
updates despite high overall awareness. 

4.2 Ways Forward 
With the exposure of default settings in home routers, manufac-
turers (and ISPs) bear an important responsibility to ensure safe 
defaults —or to provide an intuitive configuration process resulting 
in safe configurations, especially for the customer population with-
out IT knowledge. Legislation could be introduced that mandates 
such secure defaults for vendors so that users can simply rely on 
them, including automatic updates. This is already happening in 
some parts of the world, e.g., in the EU with the Cyber Resilience 
Act (CRA) [26]. 

Guidelines or certification programs for vendors should be de-
veloped to support them in choosing sensible defaults by providing 
proven procedures, e.g., choosing secure default passwords for both, 
the router’s WiFi and the router’s user interface that are unique 
to each manufactured unit. The ETSI standard “Cyber Security 

for Consumer Internet of Things” [8] provides promising baseline 
requirements. 

ISPs could also run information campaigns to alert users of pos-
sible misconfiguration of customer routers, especially if they are 
not controlled by the ISP. ISP-provided routers are more easily kept 
up-to-date, if automatic updates are turned on from the beginning. 

5 Limitations 
We discuss below limitations of our study. Some unexpected results 
(e.g., a large number of non-IT users (42.8%) claiming to understand 
and change the configuration, perhaps due to our suboptimal option 
ordering) caught our attention. Thus, we also discuss the lessons 
learned from our design of such surveys. 

5.1 Snowball Sampling 
In general, a major limitation of snowball sampling is its reliance on 
referrals, which can introduce biases by producing samples based 
on the preferences of the initial participants (seed participants) 
rather than generating random samples [21]. It is worth noting that, 
as a result, the collected data from the snowball sampling method 
may predominantly include participants from a single ethnic group 
or contain an imbalance in gender distribution, potentially due to a 
higher likelihood of cooperation among female participants. In our 
case, the Chinese survey was not meant to reach another ethnic 
group, and despite the inherent limitations of snowball sampling, 
we successfully obtained a balanced gender distribution among 
participants between female (n=145, 45%) ad male (n=166, 51.7%). 

5.2 Overlapped Results 
In our study, we offered two versions of the survey: Chinese and 
English. Participants selected their preferred language based on 
their individual needs. In Hong Kong, we encountered participants 
who could not understand Chinese as well as those who could speak 
Chinese but could not read simplified Chinese. These participants 
opted for the English survey. This portion of the data overlaps with 
both Chinese and English survey participants; however, we later 
distinguished them based on their locations. 

5.3 Quality of Default Settings 
Accepting default settings may carry varying implications across 
regions or vendors. Users could be genuinely satisfied with them, 
or be agnostic to them. Generally, default settings can vary signif-
icantly by brand, with certain brands being more localized. Prior 
work showed that default settings of home routers could be un-
safe [34]. In our study, we did not establish a baseline for default 
settings across different regions. Further research into the accept-
ability of default settings should clarify the quality and perception 
of default settings. 

5.4 Impact of Option Order 
In the online questionnaire, the order of options for each question 
is fixed, which may lead users to choose the top option if they are 
not sure about their own judgment. For example, when we ask 
participants about their attitude towards the initial setup, the first 
option is “I read the questions and settings shown to me and make 
configuration changes as I consider appropriate”, which means the 
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user understands how to configure a router properly. The second 
option “I mostly accept the default settings because I want to use 
my equipment quickly and I will change the configuration later if 
necessary” and third option “I mostly accept the default settings 
because I think they are good enough” means that the user keeps 
default settings but can understand them. These three options may 
confuse participants, leading them to tend to choose the first option. 
“I do not understand the technical jargon and tend to accept/proceed” 
may be the case of most non-IT users, but it is the last option 
and can be ignored by participants. This is one of the factors that 
introduces noisy data, which may be mitigated by pilot testing. 

5.5 Credibility of Online Participants 
To spread the questionnaire on a large scale, we try to keep it 
as short as possible to save participants’ time and improve their 
willingness to complete, which makes it difficult for us to assess the 
participants’ knowledge level in detail and ensure that they fully 
understand the questions and options. Participants may subjectively 
choose options that match their true situation, but the results may 
not necessarily be trustworthy. For example, elderly people over 
60 years old may think they can read the guidance and configure 
routers correctly, but in reality, they do not understand what the 
correct configuration is. 

Although age, IT background, and education background can 
help us understand participants, they cannot objectively reflect their 
level of professional knowledge. Adding professional knowledge 
test questions to the questionnaire can be a method to evaluate the 
real knowledge level of participants, but it may cause non-IT user 
dissatisfaction and make it difficult for the questionnaire to spread. 

Additionally, small-scale interviews can serve as a supplemen-
tary method for our survey, as during interviews, we can gain a 
deeper and more comprehensive understanding of the interviewees’ 
thoughts through dialogue, which will be our future work. 

6 Summary and Conclusion 
We conducted a user survey on configuration habits and attitudes of 
home router users by spreading an online questionnaire in several 
countries and regions and collecting responses from 392 partici-
pants. Noteworthy opposite trends were sometimes found between 
the English and Chinese surveys. We identified important issues and 
trends that are worthy of consideration by router manufacturers 
and other security practitioners in the design of initial configura-
tions. First, technical jargon during router configuration hinders 
effort by the non-IT population to change the default configuration. 
Second, certain demographic factors play a key role in router con-
figuration and password selection. Third, considering all scenarios, 
we estimate that the home router of 91% of our survey participants 
is configured with default settings only. This finding must fuel ef-
fort towards safe defaults; however, prior work has shown security 
issues with them [34]. Fourth, there is a category of users who do 
not perform an initial firmware update when asked and their router 
does not automatically update, resulting in permanently outdated 
devices. Trends for manual firmware updates are promising but 
insufficient. Automatic updates should become the norm to palliate 
this issue. 

Our study highlights the importance of the router initial configu-
ration assistant (setup wizard), the need for clarity of options offered 
to users, and emphasizes getting default settings right regardless of 
whether the router is “plug-and-plug” or not. Moreover, plug-and-
play routers reduce the involvement of users in the configuration 
of the devices. As a result, special care must be given to the default 
settings of such routers. We made several observations relevant to 
manufacturers, and suggested legal cybersecurity frameworks and 
pointed to baseline requirements as a way forward for the future 
of home router security. Meanwhile, users may also benefit from 
an increased awareness about the importance of configuring their 
routers, given that default settings are, so far, not always safe. 
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A Online Survey Questions 
Q1: Select the age category you belong to: 

• 18-29 
• 30-39 
• 40-49 
• 50-59 
• 60+ 
• I prefer not to say 

Q2: You are a: 
• Male 
• Female 
• Other 

Q3: What is your highest level of education? 
• High school or equivalent 
• College (pre-university) 
• Bachelor in _____ 
• Master / Diploma in _____ 
• Doctorate in _____ 

Q4: What is your occupation? 
• Student 
• Worker 
• Retiree 

Q5: Select the region you live in: 
• China (Mainland) 
• China (Hong Kong, Macao, or Taiwan) 
• North America 
• Other 

Q6: Is your education background or job related to information technologies (IT)? 
• Yes 
• No 

Q7: Did you subscribe to a home Internet plan (DSL, cable, fiber) with an Internet 
Service Provider? 
• Yes 
• No, I have Internet access at home by other means (e.g., residential Wi-Fi, 

mobile data plan) 

Q8: (If Q7 is Yes) Are you using your own network equipment such as a Wi-Fi 
router (a device that allows you to connect laptops and phones wirelessly)? 
• Yes, I use my own router 
• No, my Internet Service Provider lends/rents/sold me a modem and/or a 

router and I do not use other equipment 
• I don’t remember/don’t know 

Q9: (If Q7 is Yes) Is your Wi-Fi router configured by a technician from your Internet 
Service Provider? 
• Yes, everything worked after the technician came 
• No, I configured it myself 
• No, it did not require any configuration, I just plugged it and it worked 
• I don’t remember 

Q10: (If Q7 is Yes) Did you set up or change your router’s Wi-Fi passphrase? 
• Yes 
• No 
• I don’t know 

Q11: (If Q7 is Yes) Did you set up or change your router’s admin password (used to 
login to the management page)? 
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• Yes 
• No 
• I don’t know 

Q12: Suppose you are installing a new router for your home. During the setup 
procedure, you get prompted with this screen. What is the action you will 
likely take? 

Fig. 1a is displayed here 
• I would set a simple password that meets minimum password strength 

requirements (e.g., "password", "12345678") 
• I would set a simple password that can make the meter display "very 

strong" (e.g., "!Aa12345") 
• I would use my privacy information (such as birthday, name) to generate a 

password that meets minimum password strength requirements 
• I would use my privacy information (such as birthday, name) to generate a 

password that can make the meter display "very strong" 
• I would set a random password that meets minimum password strength 

requirements 
• I would set a random password that can make the meter display "very 

strong" 

Q13: Suppose you are installing a new router for your home. During the setup 
procedure, you get prompted with this screen. What is the action you will 
likely take? 

Fig. 1b is displayed here 
• I would click Cancel 
• I would click Firmware Upgrade 
• I would close the page 

Q14: (If Q7 is Yes) Do you perform firmware updates on your router? 
• My router keeps updated automatically 
• I perform firmware updates upon receiving a notification 
• I regularly check for the availability of firmware updates 
• I do not perform firmware updates or do not know what it is or how to do 

it 

Q15: In general, when you configure new IT equipment such as a router, which of 
the following best describes your approach: 
• I read the questions and settings shown to me and make configuration 

changes as I consider appropriate 
• I mostly accept the default settings because I want to use my equipment 

quickly and I will change the configuration later if necessary 
• I mostly accept the default settings because I think they are good enough 
• I do not understand the technical jargon and tend to accept/proceed 
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