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Abstract

Quantitative vulnerability assessment is central to security manage-
ment, guiding how risks are prioritized and mitigated. Yet, sever-
ity scoring relies on human judgment and is therefore subject
to differences in experience, interpretation, and diligence; prior
work has even shown expert disagreement. We examine an NLP-
based assistive tool that visualizes keyword cues during assess-
ment. In a controlled survey of 389 participants recruited via Ama-
zon MTurk and Prolific, we statistically analyze how participant
skills/demographics, vulnerability characteristics, and tool support
affect outcomes. Results show the tool does not consistently im-
prove assessment accuracy across expertise levels, but can help for
specific vulnerability types (e.g., CWE-787) and CVSS metrics (AC,
PR, Scope), and can increase user confidence. Beyond immediate
performance, the tool can support training for manual assessment
tasks that are hard to automate, as learning effects yield signifi-
cant improvements on subsequent tasks. This work informs the
design of cybersecurity decision-support tools and motivates future
research on security training and human-centered security.
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Human-centered computing — User studies.
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1 Introduction

Exploited software vulnerabilities could result in severe real-world
consequences, from the Ukrainian power grid attack [30], Equifax
Data Breach [20], HeartBleed [9], MOVEit data breach [1], to hack-
ing traffic lights in the Netherlands [44]. Despite significant invest-
ments in cybersecurity, the frequency and severity of cyber attacks
continue to rise [39]. Between 1999 and 2024, over 250,000 CVEs
(Common Vulnerabilities and Exposures) have been assigned [12],
with an average of 164 new CVEs reported per day in 2024 [38].
This surge places mounting pressure on organizations to evaluate
and respond to vulnerabilities efficiently.

Due to the growing number of publicly disclosed vulnerabilities,
patching all of them in a timely manner has become increasingly
infeasible. The process is often prohibitively costly in terms of time,
personnel, and financial resources. Therefore, vulnerability man-
agement has become essential in modern security operations. A
core principle of this process is to prioritize remediation efforts
based on multiple factors, such as asset criticality, likelihood of ex-
ploitation [26], and the severity level of vulnerability. The objective
is to ensure that the most impactful vulnerabilities are addressed
first, thereby minimizing potential damage to systems, networks,
and enterprise applications [34]. Therefore, for patching [13] and
other mitigation measures [14] to work effectively, quantitative
security/vulnerability assessment that allows such prioritization
should be in place. The CVSS (Common Vulnerability Scoring Sys-
tem) has become the de facto standard for this purpose [23]. It
provides a structured framework for assigning numerical scores
to vulnerabilities based on multiple vectors, such as exploitability,
impact, and scope. These scores are widely used by security pro-
fessionals, developers, and organizations to prioritize remediation
efforts and allocate resources effectively.
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However, for the same reason above, the scalability of manual
scoring also proves very limited. A study has shown that in 2022,
the median delay of CVSS assignment was around seven days [53].
While recent research has explored automated CVSS prediction
using ML (Machine Learning) or LLMs (Large Language Models) to
make the CVSS assignment process more efficient, full automation
remains problematic. Many ML models are trained on historical
CVSS data [14, 19], which may contain label inconsistencies result-
ing from human disagreement or error [52], potentially undermin-
ing the effectiveness of patch prioritization. Moreover, concerns
have been raised about the interpretability and trustworthiness
of LLM-generated predictions [33]. Thus, manual vulnerability as-
sessment by human analysts still remains necessary, not only for
ensuring accurate and reliable patching decisions, but also for pro-
viding high-quality labeled data to support the development of
future automated tools.

CVSS SIG (Special Interest Group) meetings [22] focus on dis-
cussing the documentation to guide analysts for such a task. Even
though they already try to ensure the wordings to be as clear as
possible, surveys [49] have pointed out that analysts barely read the
CVSS documentation. What is worse, from the existing assigned
CVSS scores, the consequence is already seen, in the form of incon-
sistency and low quality [16, 48, 49, 52]. This implies a potential
improvement: the scoring process needs to be aided by a tool in a
way that human errors or inconsistencies can be minimized. Re-
searchers have developed tools [7, 8, 50, 53] using NLP techniques
to extract essential security entities from vulnerability descriptions.
They also claim that such entities can be loosely mapped to CVSS
vectors. Therefore, we are interested in seeing how and to what
extent the manual CVSS scoring process can be enhanced by such
tools, from the perspective of human analysts.

This goal poses several challenges. For instance, these NLP-based
tools are mostly just proof-of-concepts and the focus was not on
user experience but only technical feasibility, e.g., they do not
have a user-friendly UI (User Interaction) for the analysts to work
with them. Also, numerous factors need to be considered for the
study to be representative and accurate, e.g., the background and
skills of the participants, the characteristics of the vulnerabilities, a
working implementation of the tool, and a large enough number
of participants. With these factors in mind, we choose one such
tool whose source code/model we have access to, VIET [53], and
conduct a controlled assessment survey to evaluate its real-world
effectiveness. VIET extracts essential entities (key information)
from vulnerability descriptions, using NLP that is highly adapted
to cybersecurity. By carefully designing the assessment tasks and
collecting participant-related data (e.g., assessment time, domain
expertise, and demographics), we aim to systematically investigate
whether and how the tool supports vulnerability analysts. In our
user study, we seek to answer the following research questions:

RQ1 What portion of the participants (if not everyone) can better
benefit from using VIET when tasked with assigning CVSS
scores to vulnerabilities?

RQ2 What kinds of vulnerabilities (if not all) can see a significant
boost in scoring accuracy when VIET is used?

RQ3 What portion of the participants gain more confidence, com-
pared to not using VIET?
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RQ4 How do the participants perceive the usability, usefulness
and overall quality of VIET, when considering whether to
adopt it?

By analyzing the data collected from the online surveys and
attempting to answer these RQs, we find that VIET does not improve
the overall accuracy among all participants (different from the
assumption), and its effectiveness varies with numerous factors
such as vulnerability/metric type and demographics (as expected),
as well as other observations (e.g., the importance of time spent for
less skilled participants). Interestingly, VIET’s potential usefulness
in personnel training has been reflected from the learning effects,
i.e., participants who used VIET first performed significantly better
without the tool afterward than those who never used it.
Contributions. The main contributions of our study are summa-
rized as follows:

e We propose a new application of state-of-the-art NLP-based
information extraction tools to facilitate the manual pro-
cess of quantitative vulnerability assessment (e.g., assigning
CVSS scores). The extracted entities of each vulnerability are
visually highlighted to hint/guide the analyst’s judgment,
potentially improving the accuracy of the score assignment.

e We choose to evaluate one of such tools called VIET, by
designing and implementing a Web UI for it, and turn it into
a ready-to-use CVSS assessment tool.

e We conduct a user study with 389 selected online partici-
pants using our augmented VIET and real-life vulnerabilities,
whose design benefits from a pilot study of 5 local partici-
pants. We collect numerous aspects of data including tim-
ing, participant background, skills and assessment results
as well as CVE (Common Vulnerabilities and Exposures)
information. Unlike similar studies relying on participant
self-reports, we demonstrate its poor reliability and opt to
use a knowledge test to classify participant skill levels.

o To answer the research questions, we systematically analyze
the collected data to understand the significance of pairwise
correlation, e.g., as one factor moves how other factors are
affected, against participant classes, and against vulnerability
classes. We anticipate our observations can help enable and
improve NLP-aided vulnerability assessment.

Ethical consideration. Before conducting the study, the research
ethics board (REB) of the involved institution approved our design,
with a clearance ID.

Plan of the Paper. We first provide some background and related
work in (§2). Then, we introduce our pilot survey study in (§3)
and the full-scale study in (§4). We then analyze the full survey
results in (§5). Finally, we discuss potential implications in (§6), the
limitations and conclusions are in (§7 and §8).

2 Background and Related Work

In this section, we present background information and research
works that are necessary for better understanding our work.

2.1 The CVSS Pipeline

Five steps are involved for a vulnerability to become a CVE record.
First, a discovered vulnerability is reported to a CVE Numbering
Authority (CNA), which is responsible for assigning a unique CVE
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ID. Before assigning the ID, the CNA validates the submission to
ensure that the vulnerability is not already documented or fully
patched. Once reserved, the CVE ID allows the CNA to create a com-
plete CVE record, including information such as the vulnerability
description, reference links, CVSS vector, and Common Weakness
Enumeration (CWE). The finalized CVE record is then published
and made publicly available for download and reference.

Among these fields, the CVSS, maintained by FIRST [23], is a
widely adopted open framework and standard for assessing the
characteristics and severity of software vulnerabilities. It encodes
key characteristics of a vulnerability as a vector and computes
a numeric severity score. In CVSS v3.1, the base metrics include
eight metrics: Attack Vector (AV), Attack Complexity (AC), Privi-
leges Required (PR), User Interaction (UI), Scope (S), Confidential-
ity (C), Integrity (I), and Availability (A). Once these metrics are
assessed by security experts, they are combined into a CVSS vec-
tor (e.g., CVSS:3.1/AV:A/AC:H/PR:H/ULR/S:U/C:N/I:N/A:L) using a
standardized syntax. Based on this vector, the CVSS base score is
calculated on a scale from 0.0 to 10.0 and mapped to a qualitative
severity level. According to the CVSS standard [21], severity levels
are defined as follows: None (0.0), Low (0.1-3.9), Medium (4.0-6.9),
High (7.0-8.9), and Critical (9.0-10.0). These scores are widely used
by security teams, software vendors, and vulnerability databases to
prioritize remediation efforts. Higher severity scores/levels typically
correspond to higher patching priorities, especially when resources
are constrained. As such, CVSS plays a crucial role in real-world
vulnerability management and security decision-making.

2.2 Related Work

2.2.1 Controlled Studies of CVSS Vulnerability Assessment. Scor-
ing CVSS metrics requires manual interpretation of vulnerability
descriptions, making results sensitive to individual judgment. Prior
work has empirically examined the reliability of this process. Al-
lodi et al. [3] studied how participants’ background and experience
affect assessment accuracy, linking these factors to cybersecurity
education and training needs [11, 32]. Wunder et al. [49] further
analyzed CVSS v3.1 scoring and found that several metrics are in-
consistently assessed even by professionals, particularly for certain
vulnerability types. Overall, these studies show substantial vari-
ability in human CVSS judgments and inconsistent scoring even
among experienced practitioners.

However, none of this work examines whether tool support can
influence assessment outcomes. Our study evaluates such an assis-
tive tool, analyzing its impact on accuracy, time, and confidence.
We also compare two operationalizations of self-reported expertise
versus demonstrated CVSS knowledge with task-specific vulnera-
bility questions. Wunder et al. [49] only used CVSS documentation
cases that are independent from the evaluation tasks, and further
investigate how these groups differ in their assessment behavior.

Survey methodology also plays a role in the validity of such
experiments. Prior research highlights risks such as learning ef-
fects and ordering biases [31]. We account for these issues when
designing our baseline and evaluation setup.

2.2.2  Security Tool Support/Adoption. Beyond vulnerability scor-
ing, researchers have studied how users adopt and interact with
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security tools. Van Kleek et al. [28, 29] examined interfaces support-
ing better privacy and security decisions, while Witschey et al. [47]
analyzed why people adopt or abandon security tools, emphasizing
perceptions of usefulness, trust, and usability. Dupree et al. [18]
further showed how users’ attitudes shape their security behaviors.

Our work relates to this line of research but focuses on a spe-
cialized professional task: CVSS scoring. We evaluate an assistive
tool intended for analysts, considering not only accuracy and time
but also confidence, usability perceptions, and willingness to adopt
the tool. Following prior studies, examining both performance and
perceptions allows us to understand how analysts engage with tool
support in CVSS-based vulnerability assessment.

2.2.3 Information Extraction (IE) and LLMs in Vulnerability Re-
search. NLP aims to process and analyze unstructured textual data,
enabling tasks such as syntactic parsing, semantic analysis, and
information extraction (IE) [40]. The IE system is a core area of
NLP that aims to convert unstructured text into structured repre-
sentations. In the context of software security, IE has played an
increasingly important role in vulnerability analysis, particularly
for automating the extraction of key terms from CVE descriptions.
Identifying named entities - NER, and extracting relationships be-
tween entities - RE, are widely used to extract domain-specific
entities from vulnerability descriptions, such as vulnerability types,
attack vectors, and impacted components. These techniques help
convert free-form natural language into structured representations
suitable for downstream tasks such as severity classification [8],
risk prioritization [37], and knowledge graph construction [10].

Weerawardhana et al.[46] developed one of the earliest tools
that leveraged NER (Named Entity Recognition) to automatically
extract security-specific entities such as software names, versions,
and impact descriptions from vulnerability texts. Binyamini et al.[7]
extended this line of work by proposing an automated framework
that uses NER and a bidirectional LSTM (BiLSTM) model to iden-
tify relevant attack-related entities from vulnerability descriptions.
Dong et al. [16] proposed an automated system, VIEM, to detect
inconsistent information between the NVD database and unstruc-
tured CVE descriptions and their referenced vulnerability reports,
using both NER and RE techniques.

With the rise of LLMs, researchers have started exploring more
advanced methods for vulnerability assessment [51]. Many recent
studies have applied LLMs for NER tasks [24, 51]. Notably, Wang et
al. [45] conducted experiments using widely adopted NER bench-
marks and concluded that LLMs significantly outperform traditional
supervised models in NER performance.

While prior work has demonstrated the effectiveness of both
traditional ML-based NER and more recent LLM-driven approaches,
most of these efforts have focused on supporting automated anal-
ysis or backend processing. What remains unclear is whether the
extracted security-relevant entities actually assist human analysts
in performing CVSS scoring more consistently or efficiently. Our
work takes a step toward filling this gap by evaluating this question
in a controlled user study. We empirically investigate whether an
IE-driven assistive tool that highlights key entities from vulnerabil-
ity descriptions can support human performance more accurately
and efficiently CVSS assessments.
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Table 1: Five Participant Responses (Q1-10) of Pilot Study
UserID Q1 Q2 03 04 Q5 Q6 Q7 08 Q9 010
1 Computer system security Y Y Y A D  Somewhat helpful Y Y N
2 Programmer N N N A D  Moderately helpful Y Y N
3 Information security N N N A D  Very helpful S Y N
4 Information Security Y Y Y A D  Very helpful Y Y N
5 Al security N N N A D  Very helpful Y Y N

3 Pilot Study

Before conducting the full-scale experiment, we performed a pilot
study to validate the feasibility of our evaluation procedure and
material. Although data were still recorded to simulate the full-
study setting, we only examined them qualitatively due to the
improved format of the full study, thanks to this pilot study.

3.1 Design

The survey consists of two groups of CVE entries, each containing
three CVEs with varying amounts of key information. One group
was evaluated using only the original CVE description, and the other
group was supported by vulnerability-related key information ex-
tracted by VIET. To ensure a fair comparison between conditions,
we adopted a cross-over design. Specifically, if the first participant
evaluated Group 1 without key information and Group 2 with key
information, the second participant was assigned the reverse condi-
tion, evaluating Group 1 with key information and Group 2 without
it. This design helped control for potential biases arising from in-
herent difficulty differences between the two groups. Table 17 in
Appendix C presents the six CVE entries used in the pilot study.
The pilot study was conducted with student participants who
had backgrounds in computer system security, programming, infor-
mation security, and Al security, so that their feedback regarding
the feasibility of our procedure can be more relevant and reliable.
As shown in Table 1, all participants responded positively to the
use of VIET (Q7-Q9), indicating that VIET helped them during
the assessment, reduced the time required, and that they would be
willing to use it in the future if needed.
Preparation. Participants were first asked to watch an instructional
video demonstrating the entire survey process. After completing
the tutorial, they could either replay the video or proceed to the
survey. Once they chose to begin, a pre-survey page was presented,
outlining the study objectives and participation rules, such as not
searching for answers online, not leaving the screen during the
assessment, and not randomly selecting options. Participants were
required to read and agree to these rules before clicking the “Submit”
button to start the survey.
Background and expertise. We began by assessing the partici-
pants’ professional background and expertise. The six survey ques-
tions are shown in Appendix A (Q1-6). These questions aimed to
determine their current field of study or work, their familiarity with
NVD, CVE, and CVSS, and included two domain-specific questions
to evaluate their security-related knowledge. The latter served as
an indicator of whether their vulnerability assessments could be
considered reliable.

Comparative vulnerability assessment. Participants then pro-
ceeded to evaluate the two groups of totally six CVEs. They were
asked to read the vulnerability descriptions for each CVE record.
Group 1 was provisioned only with the original description, while
Group 2 included descriptions with highlighted key information,
along with a loose mapping of the CVSS v3 metrics intended to
assist participants in rating each metric. For each assessment, par-
ticipants were required to assign a value to every CVSS metric.
The resulting CVSS metrics vector and the corresponding CVSS
score were displayed after they selected a value for each metric.
Participants are allowed to modify their assigned values at any time
before proceeding to the next assessment.

Post-assessment feedback. After completing the assessment of
both groups, participants were asked to answer four feedback ques-
tions before finishing the survey (Appendix A, Q7-10). These ques-
tions focused on their experience using the tool, whether the provi-
sion of key information improved efficiency and reduced the time
required for vulnerability assessment, and whether they would
consider using such a tool in their professional work.

3.2 Observations and Takeaways

Observation 1. Based on the pilot study results, we observed that
some participants may not have watched the two-minute instruc-
tional video carefully, or after watching it, forgot certain steps in
the procedure. For example, a few participants failed to click the
button enabling the tool after completing the first group without
assistance, which resulted in both groups being assessed without
VIET. We removed such invalid responses.

Takeaway 1a. In the full survey, we replaced the single video
tutorial with an interactive step-by-step guide presented be-
fore each assessment group. This guide walks participants
through the assessment process in several sequential steps,
requiring them to click “Next” to proceed. Unlike video or
animation-based guides that require users to replay the entire
sequence when something is unclear, this interactive design
allows participants to move at their own pace. At the end of
the guide, participants are asked to confirm their readiness. If
needed, they may revisit the guide and repeat the steps before
starting the assessment. This interactive approach ensures
better comprehension while offering greater flexibility and
control during the learning process.

Takeaway 1b. Furthermore, instead of requiring participants
to manually enable VIET, we directly enable it for the corre-
sponding group. This design ensures that the tool is applied
consistently and reduces user errors.
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Table 2: Pilot Study Vulnerability Assessment Results

CVE-ID NVD Score User-1 User-2 User-3 User-4 User-5
Score Time(s) Tool? | Score Time (s) Tool? | Score Time(s) Tool? | Score Time(s) Tool? | Score Time (s) Tool?

CVE-2019-7293 5.5 6.8 309 N 8.4 92 Y 7.9 92 Y 6.3 685 N 2.8 228 N
CVE-2022-1142 8.8 8.8 122 N 8.4 82 Y 8.2 82 Y 6.3 417 N 8.2 111 N
CVE-2022-29083 6.8 6.8 161 N 8.5 65 Y 7.1 65 Y 6.9 126 N 6.4 103 N
CVE-2019-19168 9.8 9.8 93 Y 6.3 182 N 10.0 472 N 8.1 160 Y 8.2 239 Y
CVE-2022-34375 6.5 6.5 82 Y 9.0 179 N 9.9 253 N 7.7 279 Y 5.0 96 Y
CVE-2011-4350 6.5 6.5 52 Y 9.4 56 N 9.0 120 N 4.2 184 Y 8.1 50 Y

Observation 2. As shown in Table 2, vulnerability descriptions
that included more highlighted key information were generally
assessed more quickly. We observed that, for every participant,
the time spent on assessments was consistently lower when VIET
was used compared to when it was not. However, we also noticed
that the final vulnerability assessment was frequently completed
in approximately one minute (e.g., by User-1, User-2, User-3, and
User-5). This pattern may indicate the presence of a learning effect,
as participants became more familiar with the assessment process
over time. Alternatively, it may reflect fatigue resulting from the
cumulative cognitive load of multiple assessments.

Takeaway 2. To avoid such potential adverse factors in our
full study, we limited each participant to evaluating only four
vulnerability descriptions: two with VIET and two without.

4 Study Design

We ran a two-block within-subjects design with a cross-over as-
signment of task groups to conditions: half participants with a fixed
order of No-Tool — Tool, and the other half with Tool — No-Tool
to control potential learning effects [13]. The study uses (i) a ques-
tionnaire instrument and (ii) brief pre-task guides. We describe
the questionnaire, tasks, procedure with guides, and participant
recruitment separately below.

4.1 Questionnaire Instrument

The instrument comprises 28 items grouped into four parts: (i) pre-
study measures (BQ1-BQ5), (ii) per-task comprehension checks
(T1-T4), (iii) demographics/background (DQ1-DQ8), and (iv) post-
task feedback and adoption intent (FQ1-FQ11). The full question-
naire can be found in Appendix B. We leverage Qualtrics, an online
survey platform, to design and distribute the questionnaire.

Part I: Pre-study measures (BQ1-BQ5). We administer a pre-study
questionnaire assessing prior CVSS knowledge (BQ1), perceived
self-efficacy for vulnerability evaluation (BQ2), and an objective
concept inventory on interpreting vulnerability descriptions (BQ3-
BQ5). These measures establish a baseline and serve as covariates
in subsequent analyses.

Part II: Tasks and per-task comprehension checks. Participants
complete a set of vulnerability interpretation tasks (T1-T4). Each
task shows a vulnerability description and begins with a single
content-based comprehension check keyed to the stimulus (e.g.,
vulnerability type, exploitation method, or impact) to verify close
reading and filter insufficient-effort responses. These questions are

listed as AQ1-AQ8, one for each possible vulnerability in the study.
Details about the tasks are provided in Section 4.2.

Part III: Demographics and background (DQ1-DQ8). This part
collects gender, age, education, occupation, field of study/work, and
years of experience. We also record English proficiency, given its
potential influence on understanding technical descriptions. These
variables characterize the sample and enable subgroup and covari-
ate analyses.

Part IV: Post-task feedback and adoption intent (FQ1-FQ11). We
elicit feedback on a participant’s typical use of CVSS, confidence in
assessment with and without the tool, perceived usefulness and ease
of use, and perceived misleadingness. Participants indicate which
metrics they find most difficult and provide open-ended suggestions
for improvement. The section includes a single intention-to-use
item that serves as the primary adoption outcome.

4.2 Assessment Tasks

Participants are tasked to rate four vulnerability descriptions, two
without the help of VIET and two with it, out of a list of eight
vulnerabilities (CVE1-CVES8). We describe below what the tasks
consist of, the assignment of vulnerability groups to participants,
and the selection of vulnerabilities.

4.2.1 Assessment without VIET. Participants are first presented
with a vulnerability description. Then, they are asked to answer a
comprehension check question associated with this description (see
questions listed in Appendix B.2) to ensure they read the descrip-
tion carefully and understand what the vulnerability is about. Next,
participants assign values to the eight CVSS metrics. The interface
shows tooltip explanations of each metric and its possible values
when hovering over the selection options. A sample of a vulnera-
bility evaluation without VIET as presented to the participants is
shown in Figure 1.

When selecting a value for each metric, the corresponding par-
tial vector is immediately displayed, e.g., “The metrics vector you
selected is: 3.1/AV:N” after choosing Network for Attack Vector.
As participants continue the assessment, the complete vector is
dynamically constructed, e.g., “The metrics vector you selected
is: 3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N”, and once all
metrics have been assigned, the CVSS score and corresponding
severity level are automatically calculated and shown below the
CVSS vector, e.g., “CVSS Score: 6.5, Severity Level: Medium”. Par-
ticipants may revise their assessment at any time before clicking
“Next” to proceed to the next assessment. We leverage the ability to
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Assessment Without Using VIET
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Vulnerability
descriptions

Description (2/2)

A vulnerability in the NETCONF feature of Cisco 108 XE Software could allow an authenticated, remote attacker to elevate privileges

to root on an affected device. This vulnerability is due to improper validation of user-supplied input. An could exploit this

vulnerability by sending crafted input over NETCONF to an affected device. A successful exploit could allow the attacker to elevate

privileges from Administrator to root. Assessment
questions

What type of vulnerability is described in this description?

() SQL Injection

@ Improper Input Validation

() Buffer Overflow

O Command Injection

Please rate the CVSS vectors based on the given description, you can ONLY go to next page once you rate all the vectors. .
Vulnerability

vector rating

Exploitability Metrics
Attack Vector (AV)*
Adjacent Network (AV:A)  Local (AV:L) | Physical (AV:P)
Attack Complexity (AC)*
High (ACH)
Privileges Required (PR)*
None (PRNN) = Low (PRL)
User Interaction (Ul)*

None (UI:N Required (ULR)

Impact Metrics

Scope (S)*

Changed (S:C)
Confidentiality Impact (C)*

None (C:N) = Low (C:L) [glie[sN(exz)]

Integrity Impact (I)*
None (:N) = Low (l:L)

Availability Impact (A)*

Low (A:L)

Rated vectors
CVSS Score
Severity Level

None (A:N) High (A:H) /

CVSS Score: 6.5

The metrics vector you selected is: 3.1/AV:N/AC:L/PR:H/UI:N/S:U/C:H/I:H/A:N

Severity Level: Medium

Progress bar

Figure 1: Sample task showing how participants assess a vulnerability description without VIET

embed custom JavaScript in the Qualtrics questionnaire to calculate
the score and severity as in the official FIRST CVSS v3.1 calculator.!

4.2.2  Assessment with VIET. VIET automatically extracts seman-
tically meaningful entities relevant to CVSS scoring, such as vul-
nerability type, required privileges, vulnerable components, and
impacts, from CVE descriptions. To support users during analysis,
we present these entities directly within the text by visually high-
lighting them and adding concise overhead labels (e.g., Vul. Type,
Privileges). In the interface, this annotated text is shown alongside
a reference diagram that loosely maps these entity types to the
corresponding CVSS v3 base metrics, helping participants under-
stand how each extracted entity contributes to CVSS scoring. To
guide the scoring process, a loose mapping diagram is provided
below the vulnerability description, showing how each entity could
be associated with one or more CVSS v3 base metrics. Figure 2
illustrates how the vulnerability description is augmented.
VIET defined five types of entities:

(1) Vulnerability Vector (Vul. Vector): reflects the context by
which vulnerability exploitation is possible

Thttps://www.first.org/cvss/calculator/3- 1

(2) Vulnerability Complexity (Vul. Comp): describes the condi-
tions beyond the attacker’s control that must exist for exploit-
ing the vulnerability, typically related to Attack Complexity
(AC) and User Interaction (UI)

Vulnerability Type (Vul. Type): describes the type of vulner-
ability, associated with the Attack Complexity (AC)
Privileges (Privileges): specifies the level of access required
by the attacker, directly linked to the Privileges Required
(PR) metric

Vulnerability Impact (Vul. Impact): captures the effects of
a successfully exploited vulnerability, which informs the
Confidentiality (C), Integrity (I), and Availability (A) metrics,
and may also suggest whether the impact extends beyond the
originally affected component, indicating a possible change
in the Scope (S) metric

®)
4)

5

=

We used these entities to label relevant information in each vul-
nerability description, enabling participants to assign CVSS metric
values more efficiently and accurately. For instance, if the descrip-
tion highlighted “allows attacker-in-the-middle” as Vul. Vector, and
the mapping graph showed that Vul. Vector corresponds to the AV
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Assessment By Using The VIET

Description

Android App ’'MyPallete’ and some of the Android banking applications based on 'MyPallete’ do not verify X.509 certificates from
Vul. Vector Vul. Impact Vul. Impact Vul. Comp

servers, which [allows attacker-in-the-middle attackers ] to [spoof servers] and [obtaln sensitive Informatlon] [vla a crafted oertlﬂcate]

Loose mapping of CVSS v3 metrics

vul. Type o
Vul. Comp - Cu

Figure 2: Sample task showing a description enhanced by highlighted entities extracted by VIET, and a mapping of the entities

Vul. Vector
Privileges

Vul. Impact

to the CVSS metrics

metric, participants could quickly infer that the appropriate value
for AV was likely “Network”.

4.2.3 Task groups and cross-over assignment. We curated four
matched vulnerability sets S1={CVE1, CVE2}, S2={CVE3, CVE4},
S3={CVES5, CVE6}, S4={CVE7, CVE8} balanced on type, attack vector,
user interaction, and description length (see Appendix C-Table 18).
Participants were first randomized to receive a pair (Pair A: S1, S2;
Pair B: S3, S4). Within each pair, we applied a cross-over mapping
similar to that used in our pilot study so that each group appears
in both conditions across participants: for Pair A, odd-indexed par-
ticipants completed S1 with one condition (no Tool/tool) and S2 an-
other condition (tool/no Tool), whereas even-indexed participants
completed S2 under No-Tool and S1 under Tool; Pair B alternated
analogously with S3/54. To avoid any learning effects, we did not
ask participants to rate the same vulnerabilities twice. Instead, we
used different but difficulty-matched items across conditions with
a cross-over assignment so improvements can be attributed to the
tool rather than prior exposure. To support comparability, closely
related cases (e.g., Reflected vs. Stored XSS; two CWE-787 Out-of-
Bounds Write cases with AV:L vs. AV:N; and two contentious CVEs
discussed in CVSS SIG) were split across conditions.

4.2.4  Selection of Vulnerabilities. We build on the assessment cor-
pus used by Wunder et al. [49], who selected eight items for a survey
investigating two questions: RQ1: Are metrics AV, UL, and S incon-
sistently evaluated for some vulnerabilities? and RQ2: Are security
deficiencies considered suitable for CVSS v3.1 assessment by CVSS
users? To probe RQ2, their set deliberately included two security de-
ficiencies (e.g., banner disclosure, missing HttpOnly)—findings that
are not conventional exploitable vulnerabilities but are sometimes
(mis)treated as such in practice.

Our research questions differ. Like their RQ1, we examine
whether human assignment of CVSS base metrics varies by vulner-
ability type. However, we do not evaluate the suitability of scoring

deficiencies. Mixing deficiencies with exploitable vulnerabilities
would confound our primary outcomes (accuracy and consistency
of metric assignment and the effect of our assistive tool). Therefore,
we retained six of Wunder et al’s vulnerability items and replaced
the two deficiencies with two long-debated CVE cases that have
been repeatedly discussed in the CVSS SIG.

4.3 Participant Recruitment

We published our survey link generated by Qualtric on both Ama-
zon Mechanical Turk (MTurk)? and Prolific® to recruit participants
for completing the survey. We set requirements on the participants
who can take the survey to target those with an IT (Information
Technology) background only. To ensure data quality, incomplete
submissions and surveys completed in less than five minutes were
considered invalid and excluded from the analysis.

4.3.1 Amazon MTurk. We first published our survey on Amazon
MTurk and restricted eligibility to workers whose job functions
were related to IT to ensure participants had the basic capabilities
needed to complete the assessment. We also enabled the Masters
Qualification, a designation granted by MTurk to workers with a
consistent record of accuracy and reliability. Participants received
4.00 USD upon verified completion of the survey (6.20 USD per
participant with additional platform costs).

4.3.2  Prolific. Although Amazon MTurk is a widely used platform,
we obtained only 22 valid responses, and no additional submissions
were received for over a month. To address the low response rate, we
extended data collection to a second crowd sourcing platform while
keeping the MTurk survey open. This parallel approach enabled us
to increase the overall sample size.

For the second platform, we selected Prolific due to its strong data
quality, participant diversity, and geographic coverage [17, 41, 43].

https://www.mturk.com
3https://www.prolific.com
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Table 3: Definition of groups used to analyze learning and tool effects.

Group Name #Participants  Task Position = Tool Condition #Assessments Used in

Gystn 189 Assessment 1 & 2 No Tool 378 Section 5

Gysty 200 Assessment 1 & 2 Tool 400

Gyst = Gysty U Gysty 389 Assessment 1 & 2 Before 778 Section 5.7
Gyna = Gynapn U Gynay 389 Assessment 3 & 4 After 778

Gysty 200 Assessment 1 & 2 Tool & Before 400 Section 5.7
Gynay (After Gyst ) 189 Assessment 3 & 4 Tool & After 378

Gisty 189 Assessment 1 & 2 No Tool & Before 378 Section 5.7
Gynay (After Gysty) 200 Assessment 3 & 4  No Tool & After 400

As with MTurk, we restricted eligibility to participants working
in the IT sector. Prolific’s compensation guidelines recommended
£4.50 for a 30-minute study, and with a 33.3% platform fee included,
the total cost per participant was £6.00.

4.3.3 Timeline of Recruitment. Participant Recruitment was con-
ducted in two rounds. Each round represents an independent data
collection phase with a distinct experimental ordering.

The first round took place between January and February 2025.
During this period, we initially recruited 22 participants via Ama-
zon MTurk and subsequently transitioned to Prolific to complete
the remaining 178 participants. In the first round, all participants
completed the assessments first without tool support and subse-
quently with tool support. Each Prolific participant ID was allowed
to participate in the survey only once.

To address the limitation of the first round related to potential
learning effects inherent in a fixed task order, we conducted a sec-
ond round of data collection in November 2025. This round was
designed with a reversed task order, in which participants first com-
pleted assessments with tool support and then without tool support.
The second round recruited 200 participants exclusively through
Prolific. During this recruitment, we used Prolific participant IDs
to filter any prior participants from the first round. In addition,
we manually verified all participant identifiers to confirm that no
Prolific ID appeared in both rounds.

Across both rounds, we collected 400 responses in total, including
378 from Prolific and 22 from Amazon MTurk.

4.4 Survey Procedure

Participants were required to agree to the study regulations, includ-
ing not searching online for existing assessment results to ensure
authenticity, not leaving the screen to guarantee that assessment
time was accurately recorded, and not selecting options randomly.

After completing the pre-survey measures, participants pro-
ceeded through the assessment tasks following the experimental
procedure defined for their respective recruitment round. In the first
round, 200 participants first assessed two vulnerabilities without
tool support and subsequently assessed two additional vulnera-
bilities with tool support. In the second round, 200 participants

followed the reversed order, first assessing two vulnerabilities with
tool support and then two vulnerabilities without tool support.

Finally, each participant were asked to provide demographic
information and answer post-survey feedback questions regarding
their survey experience. The survey generally took approximately
30 minutes to complete.

5 Result Analysis
5.1 Participant Screening and Data Filtering

We conducted the assessment study in two rounds to study potential
learning effects [13] but with a cross-over treatment to save for
additional experimental effort [31]. This cross-over design enables
us to separate the effect of using the tool from the effect of becoming
familiar with the assessment task.

e Round 1: 200 participants completed the assessment task
1 and 2 without the tool (Gystp), and then completed the
assessment task 3 and 4 with the tool (Gynay).

e Round 2: 200 participants completed the assessment task 1
and 2 with the tool (G;sty), and then completed the assess-
ment task 3 and 4 without the tool (Gyna z)-

Table 3 shows the definition of each group, including the task

completion order, tool condition, participant counts, and the num-
ber of completed assessments in each group. The groups difference
between Gyst 5y and Gysty will be used to answer RQ1 and RQ2,
while all groups will be used for RQ3 and RQ4. Potential learning
effects will be further discussed in a separate section (§5.7).
Data Cleaning and Contradiction Resolution. We applied a
multi-stage cleaning pipeline to ensure high data quality. We first
approved totally 400 participants based on three pre-conditions:
(1) a minimum task completion time of 5 minutes, (2) platform
pre-screening indicating that the participant works in the IT field
(3) a 100% survey completion rate. After data collection, we ap-
plied additional post-filtering by removing responses containing
contradictory answers (see below) and those participants who in-
dicated in our survey that they were not currently working in the
IT field. After removing these potential low-quality responses, we
retained 189 valid participants in group Gys:j (and then Gynay)
and all 200 valid participants assigned in group Gysty (and then
Gyna ), yielding a total of 389 participants for analysis.
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Table 4: Participant Demographics Overview (N=389)

Gender Round1 Round2 Total (%) English Proficiency Round1 Round2 Total (%)
Male 100 131 231  59.4 Native speaker 56 88 144 370
Female 87 69 156 40.1  Fluent 116 100 216 55.5
Diverse 1 0 1 0.25 Intermediate proficiency 11 9 20 5.2
N/A 1 0 1 0.25  Basic proficiency 6 3 9 23
Age Range Experience in Current Working Field

18-24 45 31 76 19.5 <1year 8 5 13 33
25-34 81 100 181 46.5 1-3years 64 67 131 33.7
35-44 40 40 80 20.6  4-6 years 67 58 125 32.1
45-54 17 18 35 9.0  7-10 years 20 31 51 13.1
55-64 6 9 15 3.9 >10 years 30 39 69 17.7
65+ 0 2 2 0.5

Employment Type Education Level

Employee 128 171 299 769 Completed vocational training 8 11 19 4.9
Self-employed 22 11 33 8.5  Professional education 11 6 17 4.4
Student 20 8 28 7.2 Bachelor’s degree 109 113 222 571
Freelancer 9 6 15 3.9  Master’s degree 47 57 104 26.7
Academic Researcher 2 4 6 1.5 PhD. 12 8 20 5.1
Others 8 0 8 2.1 Others 2 5 7 1.8
Field of Work

Information Technology 106 108 214  55.0 Academic Research (Cybersecurity) 4 4 8 2.1
IT Operations 48 50 98 25.2  Risk Assessment/Governance 2 0 2 0.5
Data Science/Al 18 23 41 10.5 Vulnerability Analysis 0 1 1 0.3
Cybersecurity 6 9 15 3.9  Others 5 5 10 2.6

The contradictory answers are identified using CVSS knowledge
(BQ1) and experience using CVSS (FQ2). We removed cases that
were clearly contradictory, such as participants reported actively
using CVSS (from “Less than one year” up to “5 or more years”)
while simultaneously claiming to have no CVSS knowledge at all.
This pattern is logically incompatible, even under generous inter-
pretations of self-assessment bias. However, we retained cases in
which a participant reported, for example, “Basic CVSS knowledge”
but “5 years or more experience”. Although such combinations were
initially considered inconsistent, they can be reasonably explained
by differences in usage frequency, confidence levels, or different
interpretations about what constitutes “knowledge”.

Table 4 summarizes the demographics of the 189 valid partici-
pants from the first round (Round 1) and the 200 valid participants
from the second round (Round 2), with no duplicated participants
identified based on platform ID checks. The gender distribution
is relatively balanced, and participants represent diverse regions,
with the largest groups from South Africa (44.7%), Europe (18.5%),
USA (8.2%), India (7.7%), and UK (7.5%). The average age was about
33, and most held a bachelor’s or master’s degree. The majority
were full-time IT professionals with roughly 5.5 years of experience.
Over 90% reported fluent or native English proficiency, supporting
reliable comprehension of the vulnerability descriptions.

Table 5: Chi-square tests of independence comparing demo-
graphic/background distributions between Round 1 (N = 189)
and Round 2 (N = 200).

Gender  Age English proficiency  SIE index
X2 df)  687(2) 5.82(5 8.13 (3) 15.12 (12)
p-value 0.032 0.32 0.043 0.23

Note. No test remains statistically significant after applying a Bonferroni
correction (o = 0.0125) for repeated tests.

Participant Distribution. Although we verified participant iden-
tifiers to ensure that no individual appeared in both rounds, we
further conducted Chi-square tests of independence on age, gender,
language, and the Self-identified Expertise (SIE) index (defined in
§ 5.2.1) to examine whether there were any substantial differences
in demographics/background distributions between the two rounds
prior to merging the datasets for subsequent analyses. For each
variable, we performed a test with the null hypothesis (Hp): “There
is no statistically significant difference in the distribution of the
demographics/background variable between Round 1 and Round 2”.

After Bonferroni correction [6] (@corrected = 0-05/4 = 0.0125) to
control the family-wise error rate arising from multiple hypothe-
sis tests on the same sample, none of the tests remain statistically
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significant in Table 5, indicating that there are no substantial distri-
butional differences between the two rounds.

In the remainder of this section, we merge the two data collection
rounds and focus exclusively on the no-learning pairs Gys:y and
Gyst N, as shown in Table 3, which contains first-time assessments
of each round, with and without tool support respectively. Further
discussions regarding the learning effect can be found in §5.7.

5.2 What Affects Vulnerability Assessment?

Since the CVSS metric may change slightly depending on the combi-
nation of the CVSS vector metric. So a big error in one of the metrics
might be compensated by another big error (but in an opposite di-
rection) in another metric. So the CVSS score might be the same,
but the assessment might be far off. Therefore, we measure the total
number of errors in the CVSS vectors. Let m € {AV, AC, PR, U1,...}
be a CVSS metric, and let CVSSy;, (v) be the value of the CVSS
metric m assigned by a user usr to a vulnerability v. We denote by
CVssT" ,(v) the corresponding score provided by the NVD. The cor-
rectness indicator Scoreys,,m (v) (defined in Eq. 1) takes the value 1
if the user assigns metric m correctly, and 0 otherwise. The aggre-
gate correctness score Score97°! (defined in Eq. 2) represents the
total number of correctly assigned metrics by user for v in Gystpy,
which corresponds to the users’ first-time assessments without tool
support (control condition). Likewise, Scorela/™ment (defined in
Eq. 3) counts the total number of correctly assigned metrics for v
in Gysty, corresponding to the users’ first-time assessments with
tool support (treatment condition).

1 if CVSSJL,(0) = CVSS™ (o)
0, otherwise (1)
where m € {AV,...}

v -
SCoreygp m = {

control _ 0
scorey, o Ot = SCOTeusrm (3
v S.t. usr(v)eG sty me{AV,...}
treatment _ 0
scoreys,’ = SCOreusrm (3

v s.t. usr(v)€G sty me{AV,...}

5.2.1 Participant Expertise. Prior research has shown that the ac-
curacy of vulnerability assessments may be influenced by the exper-
tise level and background of security professionals [3, 49]. In our
study, we also examine whether the tool provides greater benefits
to experts or non-experts. To address this question, we define two
types of expertise indicators: Self-identified Experts and Knowledge-
validated Experts, and compare their performance with and without
the assistance of the tool.

Knowledge-validated Experts (KVE). We define knowledge-
validated experts (KVE) as participants who correctly answered
all three CVSS knowledge questions (BQ3-BQ5) and the two of
comprehension check questions corresponding to their first-time
assessments (AQ1-AQ8). In the combined two-round dataset, each
participant answered two vulnerability assessments based on their
tasks. Specifically, we analyze the no-learning assessment datasets
Gysty and Gystpy, such that each participant contributes exactly
two assessments. Table 6 summarizes the statistics underlying the
KVE definition across the two rounds, including performance on
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Table 6: Overview of participants and knowledge-validated
experts (KVE) across two rounds. KVE are defined as partici-
pants who correctly answered three CVSS knowledge ques-
tions (BQ3-BQ5) and both comprehension check questions
corresponding to their assigned task (AQ1-AQ8).

Variable Participants (N) Correct (N)
Round 1 Round2 Round1 Round 2

BQ3 189 200 163 183
BQ4 189 200 104 123
BQ5 189 200 137 157
BQ3NBQ4NBQ5 189 200 87 105
BQ3NBQ4NBQ5NAQINAQ2 49 47 20 25
BQ3NBQ4NBQ5NAQ3NAQ4 44 53 16 21

BQ3NBQ4NBQ5NAQ5NAQG 45 45 15 16
BQ3NBQ4NBQ5NAQ7NAQS 51 55 23 25
Total KVE 74 87

individual CVSS knowledge questions (BQ3-BQ5), their joint cor-
rectness, and the corresponding combinations of knowledge and
vulnerability-specific comprehension checks used to identify KVEs.

Accordingly, participants who answered all five correctly are
labeled as 1 (KVE), and all others as 0 (Non-KVE). As shown in the
final row of Table 6, 74 (reduced from 87 when only considering
three questions) participants in Round 1 and 87 (reduced from 105
when only considering three questions) participants in Round 2
met the KVE criteria, yielding a total of 161 knowledge-validated
experts and 322 corresponding assessments. This ensures that only
participants demonstrating consistent, objective understanding of
CVSS are treated as experts, enabling us to examine tool effects
based on validated rather than self-perceived expertise.
Self-identified Expertise (SIE) index. As noted earlier, partici-
pants may misreport their knowledge level due to self-perception
bias (e.g., having five years of CVSS experience but selecting “basic
knowledge”). To account for this, we construct a Self-Identified
Expertise (SIE) index using three background questions on CVSS
knowledge, evaluation ability, and years of experience. Each re-
sponse is mapped to a 0-4 scale, where 4 represents expert knowl-
edge, advanced evaluation ability, or more than five years of expe-
rience, and 0 represents no knowledge, no evaluation ability, or no
experience. The SIE index is computed as the average of these three
scores, producing a continuous expertise measure from 0 to 4.
Internal consistency. To evaluate the consistency between partic-
ipants’ reported CVSS knowledge, ability, and experience, we com-
puted Cronbach’s & = 0.81, a standard reliability coefficient ranging
from 0 to 1. Using common classification thresholds [5], Unaccept-
able (¢ < 0.5), Poor (0.5 < a < 0.6), Questionable (0.6 < « < 0.7),
Acceptable (0.7 < a < 0.8), Good (0.8 < a < 0.9), and Excellent
(a = 0.9), our value falls in the “Good” category. This indicates that,
despite occasional self-perception bias, the three items collectively
capture a coherent underlying construct of CVSS expertise. Table 7
reports descriptive statistics for the index; the three components
exhibit similar central tendencies, and the resulting expertise scores
cluster around moderate perceived expertise.
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Table 7: Self-identified Expertise (SIE) Index

Variable mean sd. 1stQ median 3rdQ

BOQ1 1.74 1.04 1.00 2.00 2.00
BQ2 243  0.96 2.00 2.00 3.00
FQ2 1.72  1.25 1.00 2.00 3.00
SIE index 1.96 0.93 1.33 2.00 2.67

5.2.2 Normalized Time. Another possible co-founding factor might
be the time that has been taken to assess the vulnerability. As a user
when assessing a vulnerability for the first time might have spent
more time than the second time, we also need to accommodate this
aspect. Let pos,,,(v) be an integer value ranging from one to two
depending whether the vulnerability has been presented to user
usr in the first or second position. For example, if vulnerability v
has been presented to user a as the first vulnerability to assess and
to user b as the second vulnerability to asses then we will have
pos,(v) = 1 and posy, (v) = 2. Let tys(v) the time used by the user
to assess the vulnerability. By Ty () we denote the average
time that has been used across all users to assess a vulnerability
presented as i-th vulnerability during the assessment. We can then
compute a normalized time 7,5, (v) as the relative time proportion
to the average time that has been used in each stage.

1
T, = t
POSusy (©) | {usr,v | pos,s,(v) = i}| Zusr’vlposusr(v):i usr (0)
4)
tyusr(v) = T,
Tusr (0) = usr ) T T posusr (0) ()

08,5, (0)

5.2.3  Effectiveness of VIET. A simple way to capture tool usage
would be to include a binary indicator tool,sr(v), which is set to
1 if user usr assessed vulnerability v using VIET, and 0 otherwise.
However, we are interested in computing the actual effectiveness of
VIET. We noted that VIET does not necessarily provide guidance for
all CVSS base metrics in every vulnerability. Instead, it highlights a
set of vulnerability entities that only map to a subset of CVSS base
metrics. For example, Vul.Comp may inform the assignment of AC
and Ul, whereas other metrics remain unaffected.

Therefore, in order to capture the actual amount of guidance
available in each assessment, we compute the number of CVSS
base metrics that can be inferred from its highlighted entities. We
denote this quantity by CVSS,,,,,(v). We then define an effective
tool support variable as:

ToolEff s, (v) = CVSSmap (0) - toolysr(v) 6)

This encoding ensures that when VIET is not used (tool,s, (v) =
0), the tool cannot influence the assessment (ToolEff .. (v) = 0); and
when the tool is used, larger values of CVSS,,,,,(v) indicate that
VIET provides guidance for a greater number of CVSS base metrics
in that assessment.

5.2.4 Regression Analysis. We perform the regression analysis to
examine how tool support, assessment time, and participant exper-
tise correlate to scoring accuracy. We model the number of correctly
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assigned CVSS metrics scorel, using two regression models, which
differ in how expertise is defined: one uses SIE, and the other uses
KVE. The effective use of the tool, ToolEff .., (v), and the normalized
assessment time, 7,5, (v), are included in both models.

SIE-based Regression. For the SIE-based analysis, we define
correctAQ i (v) = 1 if user usr correctly answered the per-task
comprehension check question (AQ1-AQ8) for vulnerability v, and
0 otherwise. The variable SIEs represents the participant’s self-
identified expertise level. The regression model is:

scorelyg, ~ Po + P1 - ToolEff . (v) + P2 - correctAQ i (v)
+ f3 - SIEysy + P4 - Tusr (0) (7)

KVE-based Regression. In the KVE-based analysis, since correct-
ness on the assessment question is part of the expert definition,
it is not used as a separate variable. Participants are classified as
knowledge-validated experts (KVEus = 1) only if they correctly
answered all three CVSS knowledge questions (BQ3, BQ4, BQ5)
and two per-task comprehension checks (See Table 6). All others
are labeled as (KVEys; = 0). We perform the regression as follows:

scorebg, ~ Po + P1 - ToolEff s (v) + P2 - KVEus; + B3 - tusr (v) (8)

We model the number of correctly assigned CVSS metrics
scored, using linear regression. Although scorel, is an integer
value (0-8), it is the sum of eight binary accuracy judgments and
therefore behaves as a quasi-continuous scale score. Prior research
has shown that summed multi-item scores, including those com-
posed of ordinal or binary items, closely approximate interval-level
measurement and can be meaningfully analyzed using parametric
statistical models [36]. Moreover, parametric methods such as lin-
ear regression are known to be robust with respect to violations
of normality and to the use of ordinal response scales [35]. Lin-
ear regression is also well suited to our explanatory objective: we
aim to quantify how much each factor increases or decreases the
number of correctly assigned CVSS metrics. The additive interpre-
tation of linear coefficients (e.g., “+0.3” correctly assigned metrics)
provides a direct and substantively meaningful effect size. These
considerations support the use of linear regression for analyzing
our quasi-continuous correctness score.

5.25 Results of SIE-based and KVE-based Regression. In the fol-
lowing, we discuss each variable assuming that all other variables
in the model are held constant, unless otherwise stated.

The SIE-based regression (Table 8) shows that all independent
variables except the effectiveness of the tool are significantly as-
sociated with CVSS scoring accuracy. The intercept (fp = 3.60)
represents the baseline performance, indicating that a participant
who does not use the tool (ToolEff = 0), fails the pre-assessment
questions (correctAQ = 0), reports the minimum level of perceived
expertise (SIE = 0), and spends an average amount of time on
the task (r = 0) will correctly assign about 3.6 out of 8 metrics.
Performance on the assessment questions strongly predicts scor-
ing accuracy (f2 = 0.99, p < 0.001), such that participants who
pass the assessment questions (correctAQ = 1) correctly assign ap-
proximately one additional CVSS metric compared to those who
fail (correctAQ = 0). The SIE expertise index is also significant
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Table 8: Linear regression analysis of factors influencing
CVSS assessment accuracy (SIE)

Predictor ‘ Coef. SE 95% CI p-value
Intercept (o) 3.60 021 [3.17, 4.03] 4.26 X 107>2
ToolEff ,, (v) (B1) 0.02  0.02 [-0.02,0.06] 0.33
correctAQ, i (v) (B2) | 0.99 017  [0.65, 1.33] 1.36 x 1078 (%)
SIEqs: (B3) 0.20  0.07 [0.07,0.34] 237 x 1073 (%)
Tusr (0) (Ba) 0.35 0.09 [0.18,0.51] 5.22 X 107> (%)

Note. Linear regression on all 778 assessments. The dependent variable is
scoreS,.. R% = 0.078, F(4,773) = 7.08 x 10'%. CI = Confidence Interval.

Table 9: Linear regression analysis of factors influencing
CVSS assessment accuracy (KVE)

Predictor ‘ Coef. SE 95% CI p-value
Intercept (Bo) 432 0.09 [4.13,4.50] 8.29 x 1072
ToolEff ., (v) (B1) | 0.02 0.02 [-0.02,0.06] 0.28
KVEus (B2) 1.27 0.2 [1.04,1.51] 3.02 X 10724 (%)
Tusr(0) (B3) 0.30 0.08 [0.14, 0.46] 2.21 x 107* (%)

Note. Linear regression on all 778 assessments. The dependent variable

is score?,.. R* = 0.151, F (4,774) = 2.18x 10?7, CI = Confidence Interval.

usr:

(B3 = 0.20, p < 0.05), such that a one-point increase in perceived
expertise (SIE = 1) is associated with approximately 0.2 additional
correctly assigned CVSS metrics compared to the minimum exper-
tise level (SIE = 0). Time spent is highly predictive as well (84 = 0.35,
p < 0.001), indicating that, relative to the average time spent on
the task (r = 0), a one-unit increase in normalized time (r = 1)
corresponds to approximately 0.35 additional correctly assigned
metrics. In contrast, tool effectiveness (1 = 0.02, p = 0.33) is not
statistically significant, showing that when SIE = 0, correctAQ = 0,
and 7 = 0, each additional CVSS base metric guidance supported
by the tool (ToolEff = 1) is associated with only a negligible 0.02
increase in accuracy, and does not lead to a statistically meaningful
improvement in overall scoring performance.

Table 9 shows the results of KVE-based Regression by using
KVE index to distinguish participants with validated expertise. Vali-
dated experts score substantially higher than Non-KVEs (f2 = 1.27,
p < 0.001), such that participants classified as KVE (KVE = 1)
correctly assign approximately 1.27 more CVSS metrics than Non-
KVEs (KVE = 0). Time spent remains a strong positive predictor
(B3 = 0.30, p < 0.001), indicating that, relative to the average
time spent on the task (r = 0), a one-unit increase in normalized
time (7 = 1) corresponds to approximately 0.30 additional correctly
assigned metrics. Similar to the SIE-based regression, the tool assis-
tance in KVE-based is also not statistically significant (f; = 0.02,
p = 0.28), showing that even after controlling for validated exper-
tise and time (KVE = 0 and 7 = 0), each additional CVSS base metric
guidance supported by the tool (ToolEff = 1) is associated with only
a negligible 0.02 increase in accuracy and does not lead to a statisti-
cally meaningful improvement in overall scoring performance.
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Summary. Across 778 assessments, the tool did not improve
overall vector-level accuracy on average. Instead, performance
was chiefly explained by participants’ validated knowledge
and self-identified expertise. In addition, spending more time
on an assessment associated with higher correctness.

5.3 Who Benefits More from VIET for
Vulnerability Assessment (RQ1)

To assess the heterogeneous benefits of VIET, we split the sample by
KVE status (see §5.2.1) and compared within-participant accuracy
between control and tool conditions for KVE and Non-KVE groups
separately. We built a regression study and the detailed results are
presented in Table 10.

KVE Group. For the KVE group, we analyzed 322 completed as-
sessments from 161 participants. The regression results show that
none of the independent variables (f1, f3) have a statistically sig-
nificant effect (p-value > 0.05), suggesting that these factors did not
significantly influence the correctness of CVSS metric assignments
for validated experts.

Although the results are not statistically significant, they still

provide useful context for interpreting expert performance. The
intercept term (fp = 5.63) indicates that a validated expert who
does not use the tool (ToolEff = 0) and spends an average amount
of time on the task (z = 0) correctly assigns approximately 5.6 out
of 8 metrics. The positive coefficient of tool effectiveness (1 = 0.02)
suggests that for KVE participants (KVE = 1), each additional CVSS
metric guidance supported by the tool (ToolEff = 1) is associated
with only a negligible increase of 0.02 correctly assigned metrics,
and this effect is not statistically significant. Similarly, the coefficient
of normalized time (f3 = 0.06) is close to zero, indicating that a
one-unit increase in normalized time (r = 1) is associated with
only a very small increase of 0.06 correctly assigned metrics. These
results suggest that for experts with strong prior knowledge, tool
guidance and assessment time do not meaningfully affect accuracy.
VIET neither improves nor interferes with expert performance in
evaluating CVSS base metrics.
Non-KVE Group. We then analyzed 456 completed assessments
from the 228 Non-KVE participants (KVE = 0). Similarly, the regres-
sion results show that the tool impact (f;) is also not statistically
significant (p > 0.05), indicating that each additional CVSS metric
guidance supported by the tool (ToolEff = 1) is associated with only
a negligible increase of 0.03 correctly assigned metrics. The inter-
cept term (fp = 4.31) indicates that a Non-KVE participant who
does not use the tool (ToolEff = 0) and spends an average amount
of time on the task (r = 0) correctly assigns approximately 4.3 out
of 8 CVSS metrics, which is about 1.3 fewer correct assignments
than KVE participants under the same baseline conditions.

In contrast to the KVE group, the normalized time variable
(B3 = 0.53, p < 0.001) of Non-KVE group exhibits a strong and
statistically significant positive effect. Specifically, a one-unit in-
crease in normalized time (7 = 1) is associated with approximately
0.53 additional correctly assigned metrics for the Non-KVE group.
This result suggests that although the KVE group exhibits higher
baseline CVSS scoring accuracy than the Non-KVE group, each
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Table 10: Linear regression analysis of CVSS assessment by separating KVE expertise group

Predictor | KVE (N = 161) | Non-KVE (N = 228)

‘ Coefficient 95% CI p-value ‘ Coefficient 95% CI p-value
Intercept (o) 5.63 [5.40,5.86] 1.93 x 107148 431 [4.10,452] 9.81x 107133
ToolEff s, (v) (1) 0.02 [-0.04, 0.07] 0.60 0.03 [-0.02, 0.08] 0.23
Tusr(0) (B3) 0.06 [-0.16, 0.28] 0.57 0.53 [0.30,0.76]  6.95 X 1070(x)

Note. Dependent variable scorel,. Linear regression performed for the KVE group: 322 assessments from 161
participants, R? = 0.002, F(2,319) = 0.3365. For the Non-KVE group: 456 assessments from 228 participants,

R? = 0.046, F(2,453) = 10.9. CI = Confidence Interval.

additional one-unit increase in normalized time leads to approxi-
mately 0.47 more correctly assigned metrics for the Non-KVE group
compared to the KVE group.

Summary. Across both groups, VIET did not significantly
affect assessment accuracy, suggesting that the tool itself does
not universally change performance for either KVE or Non-
KVE participants. For KVE participants, they already achieved
higher baseline accuracy and were largely unaffected by tool
guidance or assessment time. In contrast, the Non-KVE partici-
pants showed a strong positive association between time spent
and scoring accuracy, indicating that additional deliberation
improves their scoring performance.

5.4 Accuracy Improvement by VIET per
Vulnerability Characteristics (RQ2)

5.4.1 Tool Impact per CVE. We perform a robustness check to de-
termine whether the observed improvements are attributable to
specific vulnerabilities or to particular CVSS metrics. Since each
selected vulnerability description contains a different number of
highlighted entities, we analyze only those metrics for which rele-
vant mapping entities were actually labeled in the text. For example,
as shown in Table 11, CVE-2019-20512 highlights only the entities
Vul. Type and Privileges, which correspond to the CVSS metrics AC
and PR. Thus, we report results only for AC and PR in this case, while
all other metrics are marked as N/A, indicating that no relevant
entity was highlighted in the description.

To measure the effect of tool usage, we compute the accuracy of
each metric m for each vulnerability CVE; under both the control
and tool-supported conditions. We define the difference A as:

AAccuracy'gVEi = Accuracy’é’VEi (tool) — Accuracy’c"VEi (control),
where m € {AV,...}, i€{12,...,8} 9)

Table 11 displays the accuracy differences for each vulnerabil-
ity. Considering only the CVSS metrics that have corresponding
highlighted entities in the description, we also report the average
accuracy difference per vulnerability. Among these CVSS metrics,
the AC metric shows a particularly large improvement for the AITM
vulnerability (CVE-2020-5523), with a +20.5% increase when using

the tool. This finding is particularly surprising, as AC has been iden-
tified as one of the most challenging metrics to assess accurately
by both students and professionals [3], due to the need for a deep
understanding of the underlying exploit complexity. In contrast,
for the SQL Injection vulnerability (CVE-2020-3184), AC accuracy
decreases substantially when the tool is used, which indicates that
VIET may only be helpful for specific vulnerability types with cer-
tain metrics. Furthermore, substantial improvements are observed
for the S and PR in several vulnerabilities. 6/8 vulnerabilities re-
ceived positive overall improvement when the tool is used. This
result offers a valuable insight: VIET may be especially effective in
improving consistency for metrics that are typically ambiguous or
error-prone for certain type of vulnerabilities.

5.4.2 Tool Impact Across KVE and Vulnerability Categories. Al-
though §5.1 found no overall improvement from tool use, this may
mask variation across vulnerability types. Table 11 shows sizable
accuracy differences across CVEs, suggesting that some vulnerabil-
ities benefit more from tool support. We therefore group the eight
CVEs into three categories: XSS = {CVE1, CVE3, CVE6}, CWE-787
= {CVE2, CVE4}, and Other = {CVE5, CVE7, CVES8}.

We apply KVE-based regressions to each group to examine dif-

ferential tool effects, both overall and within the KVE vs. Non-KVE
subgroups. This allows us to assess not only whether the tool helps,
but for whom and under what vulnerability characteristics its im-
pact becomes significant. We report only cases where the tool effect
is statistically significant.
KVE vs. CWE-787. Table 12 reports the regression results for
CWE-787 (out-of-bounds write) vulnerabilities. The intercept term
(Bo = 3.99) represents the baseline performance, indicating that a
participant without tool support does not use the tool (ToolEff = 0),
is not classified as KVE (KVE = 0), and spends an average time
on the task (r = 0) correctly assigns approximately 4.0 out of 8
CVSS metrics. The tool effectiveness coefficient is positive and
statistically significant (f; = 0.12, p < 0.05), indicating that each
additional CVSS metric guidance supported by the tool (ToolEff = 1)
is associated with an increase of approximately 0.12 correctly as-
signed metrics for CWE-787 vulnerabilities. Validated expertise has
a strong positive effect (f2 = 1.34, p < 0.001), such that partici-
pants classified as KVE (KVE = 1) correctly assign about 1.34 more
CVSS metrics than Non-KVE (KVE = 0) under the same baseline
conditions, confirming that validated expertise strongly improves
accuracy in this category.
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Table 11: Per-CVE differences between mean CVSS components obtained by participants using vs. not using the tool, expressed
in percentage points. AAvg is the mean across the selected components for that CVE. N/A indicates the component was not
highlighted in the CVE description and could not be expected to improve thanks to the tool. The n shown next to each CVE is
the number of participants ranking this CVE with the tool. A denotes the relative change in using the tool vs. not using it.

CVE (n) AAvg(%) AAV(%) AAC(%) APR(%) AUI(%) AS(%) AC(%) AI(%) AA(%)
CVE-2009-0658 (n=47) 7.6% N/A 7.2% N/A N/A 10.2% 0.6% 11.1% 9.1%
CVE-2016-1645 (n=53) 12.1% N/A -7.4% -8.6% N/A 18.4% 17.9% 27.4% 24.8%
CVE-2019-20512 (n=47) 3.1% N/A 1.2% 5.1% N/A N/A N/A N/A N/A
CVE-2020-13145 (n=53) -5.4% N/A N/A N/A N/A -19.5% -5.8% -1.7% 5.5%
CVE-2020-3184 (n=45) -1.0% N/A -20.0% 8.9% -2.2% 8.9% 2.2% 2.2% -6.7%
CVE-2020-5523 (n=55) 2.0% -6.4% 20.5% N/A -2.5% 14.9% -13.8% 6.1% -4.8%
CVE-2022-21830 (n=45) 3.3% N/A 0.0% N/A 6.7% N/A N/A N/A N/A
CVE-2024-20278 (n=55) 3.2% 3.5% -6.5% 14.4% 4.4% 16.0% 1.3% -7.8% 0.1%

Table 12: Linear regression analysis of CWE-787 vulnerability
type by KVE

Predictor ‘ Coefficient 95% CI p-value
Intercept (fo) 3.99 [3.57, 4.41] < 0.001
ToolEff s, (0) (B1) 0.12 [0.03, 0.21] < 0.05(*)
KVEus: (B2) 1.34 [0.82, 1.87] < 0.001(%)
Tusr (v) (B3) 0.30 [-0.00, 0.60] 0.053

Note. Dependent variable Correct_Count. Linear regression per-
formed on n = 193 assessments for the CWE-787 vulnerability type,
R% = 0.18, F(3,189) = 13.85. CI = Confidence Interval.

Table 13: Linear regression analysis of XSS vulnerability type
by KVE group

) KVE (N = 138)
Predictor
Coefficient 95% CI p-value
Intercept (fo) 6.08 [5.68, 6.47] < 0.001
ToolEff ., (0) (B1) -0.20 [-0.39, -0.01] < 0.05 (%)
Tusr (0) (B3) 0.15 [-0.33, 0.63] 0.537

Note. Dependent variable Correct_Count. Linear regression per-
formed on 113 assessments from the XSS vulnerability type eval-
uated by the KVE group, R? = 0.041, F(2, 110) = 2.37. CI = Confi-
dence Interval.

KVE Group vs. XSS. Table 13 presents the regression results for
XSS vulnerabilities evaluated by the KVE group. The intercept term
(Bo = 6.08) indicates that a validated expert who does not use the
tool (ToolEff = 0) and spends an average time on the task (zr = 0)
correctly assigns approximately 6.1 out of 8 CVSS metrics. The
tool effectiveness coefficient is negative and statistically significant
(f1 = —0.20, p < 0.05), indicating that each additional CVSS metric
guidance supported by the tool (ToolEff = 1) is associated with
a decrease of approximately 0.20 correctly assigned metrics for
XSS vulnerabilities. This suggests that experts may already rely on

sufficient domain knowledge and that tool cues can occasionally
interfere with how they interpret XSS-specific context.

Summary. The tool improves accuracy for metrics users of-
ten struggle with (e.g., AC, PR, S), but its benefits are type-
dependent. Of the three categories, CWE-787 shows a positive
tool effect, while XSS yields a negative effect for experts. No
significant effects appear for the remaining vulnerabilities,
indicating a need for context-sensitive guidance.

5.5 Who Becomes More Confident with VIET
(RQ3)

In addition to evaluating task performance, we examined partici-
pants’ confidence in conducting vulnerability assessments. Specifi-
cally, we asked them to rate their confidence in performing the task
without the tool (FQ3) and with the tool (FQ4). When a participant
rated FQ4 higher than FQ3, we interpreted this as a confidence
boost attributable to the tool. To understand what factors correlate
with this boost, we conducted a Chi-Square test across multiple
participant attributes and task-related variables. We study the im-
pact of each demographic factor (e.g., gender, age, and working
experience) and confidence level on a hypothesis test with the null
hypothesis (Hp): “There is no significant relationship between the
demographic factor and task confidence changes.”

Table 14 presents the Chi-square test results. At a standard signif-
icance level of 0.05, three demographic factors showed statistically
significant associations with confidence change: Gender (y?(2) =
18.20, p = 1.0 x 10™%), Field of work (x?(6) = 17.95, p = 6.4x 1073),
and English proficiency (x%(3) = 9.78, p = 2.0 x 1072). However,
because multiple hypothesis tests were conducted across seven
demographic dimensions on the same dataset, relying on the 0.05
threshold would inflate the risk of Type I errors. Thus, We applied
a Bonferroni Correction (Qgoprected = 0.05/7 =~ 7.1 x 1073). Under
this stricter threshold, only Gender and Field of Work remains sta-
tistically significant.

Since Chi-square tests do not reveal directionality, to better un-
derstand these differences, we further examined the confidence
increase rates (i.e., the proportion of participants whose confidence
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Table 14: Chi-square tests by demographic factor of Confidence (N=389). Bold p-values indicate p<.05.

Gender Age

Employment Field of Work Experience Education English prof.

1820 (2)  2.73(5) 5.84 (5)
1.0 x 107 0.74 0.32

X% (df)
p-value

17.95 (6)
6.4%x 1073 0.15 0.27

9.78 (3)
2.0%x 1072

6.73 (4) 6.44 (5)

improved after using the tool) across these subgroups. Male par-
ticipants reported a notably higher rate of confidence gain (52.4%)
than female participants (31.4%). In terms of field of work, we re-
strict each field with more than five participants to ensure reliable
comparison. Among these fields, Cybersecurity professionals re-
ported the highest confidence gain rate (53.3%), with Information
Technology following at a comparable level (47.4%). In contrast,
participants from Data Science/AI (35.0%) and IT Operations (34.0%)
exhibited moderate confidence increases. A possible explanation is
that individuals with professional roles more directly aligned with
security tasks may derive greater perceived benefit from the tool.

Summary. Perceived confidence improves the most for (i)
male participants, and (ii) workers with a cybersecurity-
related background . Given that earlier analyses found limited
accuracy gains, designers should treat confidence effects as
calibration targets. However, after Bonferroni Correction, only
gender and field of work are significant.

5.6 Why Participants Intend to Adopt VIET
(RQ4)

To understand the overall considerations regarding whether to
adopt tools like VIET, we further examined the four aspects af-
fecting eventual adoption: Usefulness (FQ6), Ease of Use (FQ7),
Perceived Misleadingness (FQ8; higher = more misleading), and
Decision Support (“makes the task easier”, FQ9). Three of the four
aspects show statistically significant positive associations with par-
ticipants’ willingness to adopt the tool. Interpreted through odds
ratios, a one-point increase in perceived usefulness (FQ6) corre-
sponds to e%6! ~ 1.84, meaning that participants are approximately
84% more likely to adopt VIET for each additional point on the use-
fulness scale. Ease of use (FQ7) with an odds ratio of e%->* ~ 1.71,
indicating a 71% increase in adoption likelihood per one-point im-
provement in usability. Decision support (FQ9) also demonstrates a
strong influence, an odds ratio of %> ~ 1.80 suggests that partici-
pants who feel the tool makes the task easier are 80% more likely
to adopt it. These can be seen from Table 15. This is intuitive as the
usefulness/decision support can be viewed as the tool’s perceived
performance, and usability (ease of use) is usually also dominant in
affecting user adoption decisions.

Summary Adoption of VIET is driven by perceived usefulness,
ease of use, and clear decision support, each one-point increase
in these factors yielding a substantial increase in the odds of
adoption, while perceived misleadingness plays a minor role.

Table 15: Logistic regression analysis of FQ10 (adoption). Co-
efficients are log-odds per one-point increase on the 0-4 scale.

. All Participants (N = 389)

Predictor
Coef. 95% CI p-value

Intercept (fo) 297 [-442, -153] 5.23x1075
FQ6 (Usefulness) (52) 0.61 [0.20,1.01]  3.46 X 1073 (%)
FQ7 (Ease of Use) (83) 0.54 [0.18,0.90]  3.48 x 1073 (%)
FQ8 (Misleadingness) (fs) | -0.07  [—0.38,0.24] 0.66
FQ9 (Decision Support) (f5) | 0.59 [0.26,0.92]  4.11 x 107% (%)

Note. Logistic regression based on 389 participants. Pseudo-R? = 0.1773,
Log-Likelihood = —153.3. The dependent variable is the binary form of FQ10.
Significant values at p < .05.

5.7 Learning Effects

We measure a possible learning effects in this section. We first ana-
lyze the global difference among the participants. G;s: combined
Gysty and Gysty, representing all participants’ assessment 1 and
2 before any learning could occur. Group G,.a combines Gynay
and Gyna )y, containing participants’ assessment 3 and 4 after they
had already completed two earlier tasks. This group captures per-
formance after learning has occurred (irrespective of whether the
tool was used or not). Then, we separate the cases in which no tool
was used and compare the results between the participants who
performed assessments 1 and 2 (G;st ) and those who performed
assessments 3 and 4 (G,na ;). We repeat the comparison for partici-
pants who used the tool to perform assessments 1 and 2 (Gysty) and
those who performed assessments 3 and 4 (G,nay). Table 3 presents
the definition of each group.

To examine how tool use and learning jointly influence assess-
ment performance, we apply the Mann-Whitney U test, which is
appropriate for the non-normal, discrete correctness scores in our
data. All results are shown in Table 16. Strictly speaking, for the
joint analysis scenario, the two groups are not entirely independent
since this is a cross-over design. However, since the vulnerability
assessment tasks are sufficiently different, the interdependence is
minimal. See [31] for a formal quantification of such possible effect.

Table 16: Group comparison across three datasets (Mann-
Whitney U test).

Group Mean
Condition Before After U p-value
Joint Gyse: 4.90 Gyna:4.99  294254.5 0.34
No Tool Gystn: 482 Gyuay:5.14 680685  0.01(*)
Tool Gysty: 498 Gynay: 4.83  78930.5 0.28
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Joint Condition. When combining all assessments regardless
of tool use (Gyst vs. Gyna), we found no evidence of improve-
ment between the first and second assessments (Mann-Whitney
U = 294254.5, p = 0.34). This aggregate result indicates that, at the
overall level, participants did not exhibit a detectable learning ef-
fect, completing two prior assessments did not lead to significantly
higher correctness scores in subsequent tasks.

Tool Condition. Among those using the tool, there was no statisti-
cally significant difference between the two groups (Mann-Whitney
U = 78930.5, p = 0.28). Participants in G,.ay had already completed
two assessments before using the tool, whereas those in Gysty en-
countered the tool immediately, yet their performance when using
the tool was not statistically significant. This indicates that prior
task exposure does not meaningfully enhance or diminish the ef-
fectiveness of the tool. In other words, the tool appears to provide
a stable level of support regardless of whether participants used it
as beginners or only after gaining initial assessment experience.
No Tool Condition. In contrast, when not using the tool, partici-
pants in G,na  achieved significantly higher accuracy than those
in Gystjy (Mann-Whitney U = 68068.5, p = 0.01). This suggest that
some learning effect might be in place. In our scenario, a possible
difference lies in prior tool-assisted practice (participants completed
Gisty before Gyna ), this result could potentially suggests that ex-
posure to the tool can have a lasting training effect: participants
appear to retain and reuse knowledge or strategies acquired while
working with the tool, even after the tool is removed. At the same
time, this effect may also partially reflect additional task practice.
More experiments are needed to distinguish the two effects.

Summary Participants who used VIET first performed sig-
nificantly better without the tool afterward than those who
never used it, whereas performance with the tool remained
stable regardless of prior experience. This suggests that VIET
functions may provide training aid.

6 Discussion

6.1 Long Survey and Compensation

In the pilot, per-item time declined across both control and tool
conditions, consistent with fatigue and/or learning effects. To re-
duce burden and improve data quality, we cut the task from six to
four assessments per participant in the full study and enforced two
screens: (1) 100% survey completion and (2) >5 minutes spent on
the assessment. We excluded 35/435 submissions for incomplete-
ness, yielding N=400 valid responses; all complete submissions
also exceeded five minutes, suggesting participants did not rush
for compensation. The survey took ~30 minutes on average and
targeted participants with relevant background. On MTurk we paid
$4.00 (+$2.20 fees; 22 valid responses; total $136.40). On Prolific we
followed platform guidance (£4.50 + £1.50 fees; 378 valid responses;
total £2268).

6.2 Human-Labeled Data

While ML/LLM NER can scale, both approaches may miss salient
security cues or introduce imprecision [7, 16, 33, 45, 51, 53]. We
therefore used human-curated entity labels and a deterministic
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entity—CVSS mapping to ensure correctness. Our goal is to eval-
uate the utility of such a tool for assessment, not to optimize ex-
traction itself; once stabilized, the same evaluation protocol could
support real-world adoption.

6.3 Effect by Vulnerability Type

We selected eight CVEs such that each had at least one extractable
entity, spanning 1-5 highlighted entities. More highlights did not
guarantee higher accuracy. The largest average gains (5-6.5 pp;
Table 11) occurred for three XSS CVEs, despite relatively sparse
highlighting and several N/A metrics. This suggests that quality and
relevance of cues matter more than quantity: a few, well-aligned
phrases (e.g., “unauthenticated attacker”, “stored XSS”) can anchor
difficult metrics like PR and S and improve agreement.

6.4 Participant Expertise and Personnel
Training

This survey allows us to observe how users with differing lev-
els of prior experience approach vulnerability scoring tasks. Prior
work shows that scoring inconsistency is prevalent in CVSS as-
sessment. Vulnerability assessment outcomes vary across groups
with different backgrounds, and even experienced security profes-
sionals exhibit substantial disagreement [25, 27, 49], sometimes
performing similarly to trained students [4]. To have full-spectrum
observations, it is a common practice to recruit online participants
with selected/various backgrounds for security assessment stud-
ies [2, 15, 42, 49].

Our results further suggest that the effectiveness of tool support
depends on participants’ prior familiarity and conceptual ground-
ing in CVSS. Vulnerability assessment tasks could be assigned to
analysts with varying levels of expertise (e.g., newcomers, junior an-
alysts, or senior analysts). The tool demonstrates utility for certain
vulnerability types and and certain groups of users.

More importantly, the learning effects (sometimes undesired
for research) actually reflect an obvious benefit of the tool. Our
findings on ordering and learning effects point to a valuable role
of the tool. Participants who first completed assessments with tool
support subsequently achieved higher accuracy when performing
assessments without the tool, compared to participants who initially
performed assessments without tool support. This suggests that
even short-term interaction with the tool can produce a lasting
training effect, enabling participants to internalize metric-relevant
cues and reuse this knowledge in later, unaided assessments. From
a practical perspective, this implies that tools such as VIET may
function not only as real-time decision aids, but also as lightweight
training instruments that help users build transferable assessment
skills over time.

In practice, analysts may rarely consult the CVSS specification
when scoring vulnerabilities. Wunder et al. [49] found that around
30% were reported as having never read the documentation. This
behavior motivates the need to utilize the tool to highlight the
metrics. This could reduce the cognitive effort associated with
navigating complex documentation.

Taken together, despite the marginal observed improvements
in some cases, the tool’s overall usefulness lies primarily in sup-
porting less experienced analysts who lack extensive training and
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are unlikely to consult the full CVSS documentation during scor-
ing. Future work could further investigate this training effect to
better understand its transfer across different vulnerability types
and assessment contexts.

6.5 Inherent difficulty of Specific CVSS metrics

As mentioned above, VIET does not improve overall assessment
accuracy across all vulnerabilities, although it may still be benefi-
cial for certain vulnerability types. However, some CVSS metrics
exhibit inherent semantic ambiguity that neither expertise nor tool
assistance can fully resolve.
The Attacker-in-the-middle (AITM) vulnerability. Prior
work [49] reported substantial disagreement among participants
when scoring a AITM vulnerability included in our study: 60% of
participants selected AV:N and 30% selected AV:A, reflecting am-
biguity in how AITM attacks should be mapped onto the CVSS
AV metric. In our dataset, the results were comparatively stable:
without the tool, 87% of participants selected AV:N and 10% selected
AV:A. However, despite this relatively high level of agreement, tool
guidance further widened the divergence, shifting the distribution
to 82% (AV:N) and 15% (AV:A), increasing the percentage of AV:A
from 10% to 15%. This indicates that for metrics with inherent se-
mantic ambiguity, tool assistance does not help with convergence
and may instead strengthen pre-existing interpretation tendencies.
Such case indicate that when the core difficulty lies in subjective
interpretation, even experts do not necessarily converge, and tool
assistance has inherently limited influence.

6.6 Implications for the Transition to CVSSv4.0

CVSSv4.0 builds on CVSSv3.1, some metrics (e.g., AV and PR), re-
main unchanged in both definition and metric values (one-to-one
mapping), and UI receives a modest refinement: Required value in
v3.1 is split into Passive and Active in v4.0 to provide more gran-
ular distinctions. The original AC metric is split into two separate
constructs: AC and AT (Attack Requirements), to address the overly
compressed “High” category in v3.1, which previously combined
conceptually different preconditions (one-to-many mapping). Simi-
larly, v4.0 eliminates the S metric entirely and restructures impact
evaluation into Vulnerable and Subsequent Impact Systems, which
distinguish the immediate impact on the directly affected compo-
nent and downstream consequences (many-to-many mapping).

Because VIET highlights entities to support users in rating vul-
nerabilities, our findings continue to speak directly to human judg-
ment and tool support under CVSS v4.0. The limited and expertise-
dependent benefits we observe for VIET suggest that, despite v4.0’s
refinements aimed at reducing ambiguity, human factors and the
design of assistive tools will remain central to achieving consistent
and reliable scoring.

7 Limitations and Threat to Validity
7.1 Internal

Assessment Fatigue. One internal threat to validity involves the
observed reduction in assessment time across tasks. Although we
addressed this issue in the full-scale study by reducing the number
of assessments from six to four based on pilot observations, it
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remains unclear whether the faster completion during the tool-
assisted phase resulted from actual tool support, learning effects,
or participant fatigue. To further mitigate fatigue, we enforced a
five-minute minimum duration for survey completion. However,
some participants may still have rushed through the later tasks
after completing the initial assessments, an aspect that remains
beyond our control.

Expertise Classification. Even though the probability of passing
all five knowledge checks by chance is low (0.2%), misclassification
remains possible. A small number of participants may guess one
or two answers correctly, producing false-positive “experts”, while
true experts may overlook a question and be classified as non-
experts. This limits the resolution with which we can interpret
expertise-dependent effects.

Statistical Modeling. For our analysis of CVSS scoring accuracy,
the outcome variable is defined as the sum of correctly assigned
individual CVSS base metrics, capturing aggregate assessment per-
formance and exhibiting a meaningful additive structure. As such,
linear regression provides a reasonable modeling choice and main-
tains the interpretability of marginal effects in terms of additional
correctly assigned metrics. We acknowledge that individual CVSS
metrics may not be linearly correlated with the independent vari-
ables, examining metric-specific or alternative modeling approaches
could be the subject of further investigation.

Ecological Validity. Real-world CVSS scoring is performed by
trained analysts with domain-specific workflows. Our crowd-
sourced participants, despite IT backgrounds, may not reflect these
conditions. This may partly explain why accuracy remains low and
why tool effects are small.

Tool Cognitive Load. VIET may introduce additional interpre-
tation steps that offset the intended benefits of entity extraction.
Although the tool highlights relevant terms, users must still de-
termine their relevance, resolve ambiguities, and map them onto
the appropriate CVSS metrics. These extra cognitive demands can
increase overall task load and partially explain the limited improve-
ments observed.

For expert participants, this effect may be even more pronounced.

Experts typically read CVE descriptions holistically and rely on
established mental heuristics to infer the structure and severity of
vulnerabilities. VIET’s highlighting can unintentionally redirect
attention toward isolated phrases, encouraging over-reliance on
surface-level cues and disrupting these ingrained analytical work-
flows. This cognitive interference offers a plausible explanation for
why expert performance sometimes worsened when using the tool
and why overall effects remained small or nonsignificant.
Other Confounding Variables. Although we controlled for sev-
eral confounding factors, other sources of variability may still have
influenced the results. For example, participants’ prior familiarity
with certain vulnerability types or the cognitive load (e.g., under-
standing the definition of each metric value or tool mapping logic)
induced by the assessment task could affect performance indepen-
dently of the tool. Moreover, the absence of statistically significant
improvements with the tool may also relate to its complexity, the
inherent difficulty of CVSS metrics (discussed in §6.5), or limita-
tions in the tool’s interface design. These unmeasured variables
represent sources of uncertainty when interpreting the results.
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7.2 External

Platform Sample Representativeness. Our participant pool was
drawn from crowdsourcing platforms (Amazon Mechanical Turk
and Prolific), which may not accurately reflect the broader popula-
tion of real-world vulnerability assessors. Although we included
both experts and non-experts in the sample, platform-based partici-
pants may differ in motivation, professional background, and task
engagement. Moreover, user demographics, participant quality, and
familiarity with technical tasks in different platforms may also lead
to variations in responses or tool effectiveness.

However, we selected these two platforms based on prior re-
search demonstrating their suitability for academic studies [17, 41,
43]. Thus, while limitations remain, we believe our sample provides
a reasonably diverse and high-quality foundation for analysis.
Vulnerability Coverage and Generalizability. The set of CVEs
used in the survey, while diverse, cannot fully capture the complex-
ity and variability of real-world vulnerabilities. The effectiveness
of the tool may vary when applied to more complex cases or novel
vulnerability types not represented in our study.

8 Conclusion

To alleviate the error-prone and heavy-effort nature of manually as-
signing CVSS scores by security analysts, we proposed to study the
use of certain NLP-based information extraction tools, which high-
light key entities, to facilitate the process. We chose and adapted a
tool called VIET (by adding a Web UI) and conducted a user study
with 389 online participants on Amazon MTurk and Prolific and
collected various information while they score the vulnerabilities
with and without VIET. We analyzed the collected data deriving
statistics and pair-wise correlation between numerous factors such
as participant background/skills and demographics, vulnerability
characteristics as well as the influence of the tool. Although we
observed that the tool is not always useful equally for everyone
and all vulnerabilities, our study shows the importance of such
factors when designing and improving such tools, and considering
who, what types of vulnerabilities (CWE-787), and which metrics
(Attack Complexity, Privilege Required, and Scope) can benefit, and
also the potential of such NLP-based tools for personnel training
in quantitative security scoring tasks, all of which leading to future
improvements of vulnerability assessments.
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A Pilot Survey Questions

Q1: What is your major study (or current job position)?

Q2: Do you know what the National Vulnerability Database
(NVD) is?
e Yes
e No
Q3: Do you know what the Common Vulnerability and Expo-
sures (CVE) is?
e Yes
e No
Q4: Do you know what the Common Vulnerability Scoring Sys-
tem (CVSS) is?
e Yes
e No
Q5: What do impact metrics include in CVSS?
o Confidentiality, integrity, and availability
o Confidentiality, authentication, and authorization
o Confidentiality, integrity, and reliability
e Availability, authentication, and authorization
Q6: What does “DDos” refer to in the field of information secu-
rity?
e Dynamic Display of Statistics
e Dedicated Denial of Safety
e Direct Distribution of Software
o Distributed Denial-of-Service
Q7: Do you think using tool is more helpful to assess the CVSS
metrics of the vulnerability?
e Very helpful
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Q8:

Q9:

Q10:

Somewhat helpful

Moderately helpful

Not very helpful

e Useless

Do you feel that using VIET reduced the assessment time?
e Yes, most of the time

e Sometimes

e No, none at all

If you are an analyst responsible for conducting vulnerabil-
ity severity assessments, would you like to use VIET as an
assistance?

e Yes

e No

Do you have any suggestions, or feedback for improvement
regarding the tool?

B Full Survey Questions

B.1

BQ1:

BQ2:

BQ3:

BQ4:

BQ5:

Pre-study Measures

Do you have any knowledge of the Common Vulnerability
Scoring System (CVSS)?

None

Basic

Intermediate

Advanced

Expert

Do you think you have the ability to evaluate a vulnerabil-
ity based on its description, such as determining how the
attack might be launched, its impact level, and its scope of
influence?

No, I lack the ability to evaluate.

I have limited knowledge and need guidance.

I have basic knowledge.

I have intermediate knowledge.

I have advanced knowledge.

If exploiting a vulnerability allows an attacker to read sensi-
tive data, how should the Confidentiality Impact (C) metric
be set?

e None (N)

e Low (L)

e High (H)

e I don’t understand this question

If a vulnerability can be exploited automatically by an at-
tacker without any action from the victim, how should the
User Interaction (UI) metric be set?

e None (N)

e Required (R)

e I don’t understand this question

The Attack Vector (AV) includes Network (N), Adjacent (A),
Local (L), and Physical (P). Which one should result in the
highest CVSS score (most severe)?

e Network (N)

Adjacent (A)

Local (L)

Physical (P)

I don’t understand this question

B.2

AQ1:

AQ2:

AQs3:

AQ4:

AQ5:

AQ6:

AQ7:

AQS8:

B.3

DQ1:

Zhang et al.

Per-task Comprehension Checks

Which type of vulnerability is described in this description?

(CVE-2019-20512)

o SQL Injection

o Reflected XSS Attack

o Buffer Overflow

e Directory Traversal

What can an attacker achieve by exploiting this vulnerabil-

ity? (CVE-2009-0658)

o Steal session cookies

e Execute arbitrary code or crash the application

o Gain administrative privileges directly

o Redirect users to a malicious website

Which type of vulnerability is described in this report? (CVE-

2020-13145)

o Reflected XSS

e Stored XSS

o SQL Injection

o Buffer Overflow

What can an attacker achieve by exploiting this vulnerabil-

ity? (CVE-2016-1645)

e Denial of Service (DoS)

o Arbitrary Code Execution

o Cross-Site Scripting (XSS)

o Information Disclosure

What type of vulnerability is described in this description?

(CVE-2020-3184)

e Cross-Site Scripting (XSS)

e SQL Injection

o Buffer Overflow

e Command Injection

How can an attacker exploit this vulnerability? (CVE-2022-

21830)

e By injecting malicious code into the application directly

e By tricking the victim into pasting malicious code into
their chat instance

e By sending a crafted URL to the victim

e By uploading malicious files to the chat server

What can an attacker achieve by exploiting this vulnerabil-

ity? (CVE-2020-5523)

e Execute arbitrary code on the server

o Obtain sensitive information

e Crash the application

e Gain root access to the victim’s device

What type of vulnerability is described in this description?

(CVE-2024-20278)

o SQL Injection

o Improper Input Validation

o Buffer Overflow

e Command Injection

Demographics Questions
Please indicate your gender.

e Male

o Female

e Diverse
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DQ2:

DQ3:

DQ4:

DQ5:

DQ6:

DQ7:

DQ8:

B.4

FQ1:

o Prefer not to say
Please indicate your country of residence.

Please indicate your age.
e Under 18

18-24

25-34

35-44

45-54

55-64

65+

Prefer not to say
Please indicate your current main occupation.
e Employee
Self-employed
Freelancer

Student

Academic Researcher
Others, please indicate

Please indicate your current major study/work field.
e Cybersecurity

Risk Assessment/Governance

IT Operations

Data Science/Artificial Intelligence

Academic Research (Cybersecurity-related)
Information Technology

Vulnerability Analysis

Others, please indicate

How many years have you been studying or working in your
current field?

Less than 1 year

1-3 years

4-6 years

7-10 years

More than 10 years

hat is your highest completed academic education level?
Professional education

Completed vocational training

Bachelor’s degree

Master’s degree

Ph.D (doctoral degree)

Others, please indicate

.oo.oogoo.oo

Are you fluent in English?
Not at all

Basic proficiency
Intermediate proficiency
Fluent

Native speaker

Post-task Feedback

Which version of CVSS do you typically use? (You can select
multiple options.)
e CVSSv2.0

FQ2:

FQ3:

FQ4:

FQ5:

FQeé:

FQ7:

FQ8:
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CVSS v3.0

CVSS v3.1

CVSS v4.0

T use all versions

I do not use CVSS

How many years have you been using CVSS?

Less than 1 year

1-2 years

3-4 years

5 years or more

I do not use CVSS

How confident are you in your ability to perform a CVSS
assessment without using the tool?

e Very confident

o Confident

e Neutral

e Not very confident

o Not confident at all

How confident are you in your ability to perform a CVSS
assessment using the tool?

Very confident

Confident

Neutral

Not very confident

Not confident at all

Which metrics do you think is difficult to assign a value?
(You can select multiple options.)

e Attack Vector (AV)

o Attack Complexity (AC)

Privileges Required (PR)

User Interaction (UI)

Scope (S)

Impact Metrics (C.1.A)

I think all metrics are difficult to assign.

I think all metrics are easy to assign.

Do you think using tool helps assess the CVSS metrics of
the vulnerability?

e Strongly disagree

e Disagree

o Neither agree nor disagree

e Agree

e Strongly agree

Do you think the tool easy to use and user-friendly? For
example, does it clearly indicate the information to help
assign a metric value?

Strongly disagree

Disagree

Neither agree nor disagree

Agree

Strongly agree

Do you think the tool indicates some wrong contents that
mislead you during the assessment?

e Strongly disagree

e Disagree

o Neither agree nor disagree

e Agree

e Strongly agree
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FQ9: Do you think assigning a value using tool is easier compared

to not using a tool?
e Strongly disagree
e Disagree
o Neither agree nor disagree
o Agree
e Strongly agree

FQ10: If you are an analyst responsible for conducting vulnerability
severity assessments, do you agree that you would like to
use tool as an assistance tool?

Strongly disagree

Disagree

Neither agree nor disagree

Agree

Strongly agree

FQ11: Do you have any suggestions or feedback for improvement
regarding the tool?

C Pilot Survey and Full Survey Vulnerabilities
See Tables 17 and 18.

Zhang et al.
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Table 17: Selected CVE Entries for the Pilot Study

Group# CVE-ID

Key Information

Description

1 CVE-2019-7293
1 CVE-2022-1142
1 CVE-2022-29083
2 CVE-2019-19168
2 CVE-2022-34375
2 CVE-2011-4350

» «

« . »
memory corruption”, “local user”,
« »

read kernel memory

“Heap buffer overflow”, “allowed
a remote attacker”, “specific user
interaction”, “specific input into
DevTools”

“Improper Authentication vul-
nerability”, “unauthenticated
attacker”,  “physical
“bypassing drive security mech-
anisms”, “gain access to the
system”

access”,

» o«

“allow remote attacker”, “down-
load and execute remote arbitrary
file”, “code execution”

“path traversal vulnerability”, “re-
mote”, “authenticated malicious
user with low privileges”, “unin-
tentional access to path outside of

restricted directory”

“directory traversal vulnerability”,
“remote”, “authenticated user”,
“obtain content of arbitrary local
files”, “specially-crafted URL
request”

A memory corruption issue was addressed with improved mem-
ory handling. This issue is fixed in iOS 12.2, macOS Mojave
10.14.4, tvOS 12.2, watchOS 5.2. A local user may be able to read
kernel memory.

Heap buffer overflow in WebUI in Google Chrome prior to
100.0.4896.60 allowed a remote attacker who convinced a user
to engage in specific user interaction to potentially exploit heap
corruption via specific input into DevTools.

Prior Dell BIOS versions contain an Improper Authentication
vulnerability. An unauthenticated attacker with physical access
to the system could potentially exploit this vulnerability by by-
passing drive security mechanisms in order to gain access to the
system.

Dext5.0cx ActiveX 5.0.0.116 and earlier versions contain a vul-
nerability, which could allow a remote attacker to download and
execute a remote arbitrary file by setting the arguments to the
ActiveX method. This can be leveraged for code execution.

Dell Container Storage Modules 1.2 contains a path traversal vul-
nerability in goiscsi and gobrick libraries. A remote authenticated
malicious user with low privileges could exploit this vulnerability,
leading to unintentional access to a path outside of the restricted
directory.

Yaws 1.91 has a directory traversal vulnerability in the way cer-
tain URLs are processed. A remote authenticated user could
use this flaw to obtain the content of arbitrary local files via
a specially-crafted URL request.

CHI *26, April 13-17, 2026, Barcelona, Spain
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Table 18: Selected CVE Entries for the Full Study

CVE# Set# Type Description

CVE1 S1  Reflected XSS CVE-2019-20512: Open edX in version Ironwood.1 is vulnerable to a reflected XSS at-
tack. An unauthenticated attacker is able to manipulate the HTTP URI parameter /sup-
port/certificates?course_id=.

CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:L/A:N, Score: 6.1, Medium

CVE2 S1 CWE-787 with AV:L CVE-2009-0658: Adobe Acrobat and Reader version 9.0 and earlier are vulnerable to a buffer
overflow, caused by improper bounds checking when parsing a malformed JBIG2 image
stream embedded within a crafted PDF document. The attacker can overflow a buffer and
execute arbitrary code on the system or cause the application to crash.
CVSS:3.1/AV:L/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H, Score: 7.8, High

CVE3 S2  Stored XSS CVE-2020-13145: Studio in Open edX Ironwood 2.5 allows users to upload SVG files via the
“Content>File Uploads” screen. These files can contain JavaScript code and thus lead to Stored
XSS.
CVSS:3.1/AV:N/AC:L/PR:L/UL:R/S:C/C:L/I:L/A:N, Score: 5.4, Medium

CVE4 S2 CWE-787 with AV:N CVE-2016-1645: This vulnerability allows attackers to execute arbitrary code on vulnerable

installations of Google Chrome. The specific flaw exists within the handling of JPEG 2000
images. A specially crafted JPEG 2000 image embedded inside a PDF can preliminary survey
force Google Chrome to write memory past the end of an allocated object. An attacker can
leverage this vulnerability to execute arbitrary code under the context of the current process.
CVSS:3.1/AV:N/AC:L/PR:N/ULR/S:U/C:H/I:H/A:H, Score: 8.8, High

CVE5 S3  SQL Injection CVE-2020-3184: A vulnerability in the web-based management interface of Cisco Prime Col-
laboration Provisioning Software allows an authenticated attacker to conduct SQL injection
attacks. The vulnerability exists because the web-based management interface improperly
validates user input for specific SQL queries. An attacker can exploit this vulnerability by
authenticating to the application with valid administrative credentials and sending malicious
requests to an affected system. A successful exploit allows the attacker to view information
that they are not authorized to view, make changes to the system that they are not authorized

to make, or delete information from the database that they are not authorized to delete.
CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:H, Score: 7.2, High

CVE6 S3  Self XSS CVE-2022-21830: A blind self XSS vulnerability exists in RocketChat LiveChat <v1.9 that
could allow an attacker to trick a victim pasting malicious code in their chat instance.
CVSS:3.1/AV:N/AC:L/PR:N/UL:R/S:C/C:L/I:.L/A:N, Score: 6.1, Medium

CVE7 S4 AITM CVE-2020-5523: Android App MyPallete’ and some of the Android banking applications
based on ’MyPallete’ do not verify X.509 certificates from servers, which allows attacker-in-
the-middle to spoof servers and obtain sensitive information via a crafted certificate.
CVSS:3.1/AV:N/AC:H/PR:N/UL:N/S:U/C:H/I:H/A:N, Score: 7.4, High

CVE8 S4  Privilege Escalation CVE-2024-20278: A vulnerability in the NETCONF feature of Cisco IOS XE Software could
allow an authenticated, remote attacker to elevate privileges to root on an affected device.
This vulnerability is due to improper validation of user-supplied input. An attacker could
exploit this vulnerability by sending crafted input over NETCONF to an affected device. A
successful exploit could allow the attacker to elevate privileges from Administrator to root.
CVSS:3.1/AV:N/AC:L/PR:H/UL:N/S:U/C:H/I:H/A:N, Score: 6.5, Medium

Notes. Colored highlights indicate extracted information categories: Vulnerability Vector, Vulnerability Type, Vulnerability Complexity,
Privileges, Vulnerability Impact, which can be mapped to CVSS metrics.
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